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ABSTRACT 

In October 1994 the United States and North Korea agreed on international 
oversight of the North Korea nuclear program be the International Atomic Energy 
Agency (IAEA). To verify North Korean cooperation, the IAEA has been authorized. 
to use electronic monitoring techniques similar to those employed by the United 
Nations Special Commission on Iraq (UNSCOM). For a monitoring system to be 
effective, it must be equipped with a communications system that can withstand the 
demanding political and environmental climate of the Korean Peninsula, such as the 
harsh mountainous terrain as well as the placement of the central monitoring center 
outside the host nation's borders. Baseline monitoring system requirements and 
specifications have been formulated based upon the experiences of both sides of the 
monitoring effort inside Iraq. The wireless point-to-point telephone system employed 
by UNSCOM has been compared with meteor burst communication and satellite 
communications to determine the best option for use on the Korean Peninsula. 
Detailed link power budget calculations have resulted in satellite communications 


being the best choice for the North Korean mission. 
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I. INTRODUCTION 


In October 1994 the United States and North Korea defused a potential 
international crisis by agreeing on international oversight of the North Korean nuclear 
program by the International Atomic Energy Agency (IAEA). The details of this pact call 
for the sealing of a North Korean radio chemistry laboratory, dismantlement of two 
partially constructed North Korean nuclear weapons capable reactors, the shutdown of a 
third reactor, and full North Korean compliance with IAEA safeguards. To verify North 
Korean cooperation, the IAEA has been authorized to use “whatever measures the IAEA 
may deem necessary to conduct an inspection to monitor [the] freeze [on production of 
weapons grade nuclear material] and. . . to resolve the question of [North Korea's] initial 
inventory." Electronic monitoring of such a reclusive and deceptive nation is difficult, 
especially when the monitored country is located in the harsh mountainous terrain of the 
Korean Peninsula. In order for a monitoring system to be effective, it must be equipped 
with a communications system that can withstand the demanding North Korean 
environment. This thesis will determine the ideal communications method that could be 
employed in North Korea as well as in future electronic monitoring missions around the 
world. 

Before launching into the technical details involved with determining the proper 
communications technology, it is necessary to examine the nontechnical factors that 
impact the shape of a monitoring system, namely the host nation's technology level and the 


‘Robert Gallucci, "Briefing on Korea," excerpts from a State Department press briefing (25 October 1994). 2, 9. 
This source was acquired directly from the U.S. State Department's Internet Home Page. 
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level of trust present between the host nation and the monitoring regime. Generally 
speaking, the more technologically sophisticated a host nation is, the more difficult the 
monitoring mission. Host nations with state-of-the-art weapons programs are more likely 
to have developed sophisticated concealment and sabotage tactics designed to shield their 
programs from international scrutiny. This situation dictates that the monitoring regime 
must employ its best technology and, in the process, expose some of its best technology to 
compromise. When there is a low level of trust present between the two parties, a similar 
situation arises. Both sides become increasingly hostile to the other, resulting in an 
escalation of the conflict. From the monitoring regime's point of view this increases the 
economic resources that must be contributed and, in the process, risks the solidarity of the 
sponsoring international coalition. 

From a technological standpoint, the activities of previous monitoring regimes, 
especially the United Nations Special Commission on Iraq (UNSCOM), have gone a long 
way toward setting up the framework for a standardized monitoring system. In April of 
1994 UNSCOM placed the engineers at the Lawrence Livermore National Laboratory 
(LLNL) in the unenviable position of designing, building and deploying a monitoring 
system from the ground up in less than two months. A major part of the work involved 
establishing baseline technical requirements for all components of the monitoring system 
including the sensors, data storage devices and communications apparatus. These 
requirements focused on compatiblilty issues such as the maximum temperature range at 


which all equipment must operate, the electrical power requirements, minimum computer 








storage space, and data transfer rates.’ In an effort to standardize future monitoring 
system requirements and avoid reinventing the wheel, that which has been established by 
LLNL will be used when comparing the UN Monitoring System's present communications 
system with Meteor Burst Communications (MBC) and Satellite Communications 
(SATCOM). Additionally, all three communications systems presented will be required, 
for the purposes of this study, to be compatible with the sensors employed inside Iraq. 

From these general technical requirements, a monitoring system tailored 
specifically for Iraq emerged. The UN Monitoring System (nicknamed Dust Cloud) 
constructed by LLNL and deployed in Iraq consists of a network of closed circuit 
cameras, camera recorders, Chemical and Biological Warfare (CBW) sensors and solar 
power stations connected to a central monitoring center using a wireless point-to-point 
telephone system. In operation since May 1994, Dust Cloud has monitored twenty-two 
sites ensuring Iraqi compliance with UN Security Council Resolutions 687 and 715 
covering prohibitions related to ballistic missile technology, nuclear weapons, chemical 
weapons and biological weapons.* Although Dust Cloud has performed admirably in the 
hot, flat deserts of Iraq, it remains to be seen whether its line-of-sight communications 
system can function equally well amongst the steep inclines and extremely cold 
temperatures of North Korea. 

Besides geography and climate, the North Korean situation differs from the Iraqi in 


one key respect - sovereignty. The United Nations has gained unprecedented access to 


* The full text of the technical requirements are found in Appendix A of this thesis. 


>United Nations Security Council, Resolution 715, (New York: United Nations, 11 October 1991). 
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Iraq's weapons programs because cn has been defeated on the field of battle. Simply 
put, North Korea maintains its national sovereignty and still exerts control over its 
borders. An international coalition seeking to deploy a monitoring system cannot expect 
anywhere near the same level of access, given the current political climate. This dictates 
the examination of highly reliable, long range communication systems - in particular 
Meteor Burst Communication (MBC) and Satellite Communication (SATCOM). 

The communications system is the heart of any electronic monitoring effort. For it 
to be effective, a communications system must be capable of transferring its data in a 
timely and secure fashion. Both MBC and SATCOM easily meet these requirements. 

Meteor Burst Communication is defined as the mirror-like bouncing of RF signals 
off the ionized electron trails of meteors.* A typical meteor trail is located in the D and E 
layers of the atmosphere (85 km to 115 km above the earth's surface) and has an 
approximate length and width of twenty-five kilometers and one kilometer, respectively. 
Capable of data transfer at ranges up to two thousand kilometers, MBC's security features 
are a function of the randomness associated with meteor trails. MBC systems constantly 
change their communications path because the average meteor trail is suitable for 
communication for only a few tenths of a second. A probing signal is constantly scanning 
the atmosphere in order to locate the next usable meteor trail. Since trails appear in a 
random fashion and data is transferred only when the desired destination is illuminated, 


MBC signal are very secure. 


* Edward J. Morgan, "The Resurgence of Meteor Burst," Signal January 1983), 1. 
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While MBC's natural security features make this technology worthy of 
consideration for use in a monitoring system, it is limited by its low data rates. The 
sensors employed in Dust Cloud normally transfer one slow-scan video image every eight 
seconds.’ This data transfer requirement dictates the use of 14.4 KBPS modems. MBC, 
as the name suggests, is "bursty" in nature. Although average data rates of up to 16 
KBPS are possible, wait times of up to several minutes between transmissions are not 
uncommon.® The wait times coupled with the relatively low data rates do not make MBC 
the ideal candidate to be the backbone of an electronic monitoring system. It is possible to 
configure a standard MBC system to meet the data rate requirements, but it would push 
the price of a single unit to approximately $200,000.’ 

Satellite communications has a number of features that make it a good fit for 
electronic monitoring missions. SATCOM is effective in all types of terrain and has more 
than enough bandwidth available to support data rates much higher than the required 14.4 
KBPS. Because it costs the same to communicate via satellite to a point ten kilometers 
away as it does to a point ten thousand kilometers away, distance is neither a significant 
cost nor system design feature. The biggest problem with SATCOM is the extremely high 
development costs. Designing, building and launching a satellite costs millions of dollars. 


Since those using the monitoring system will be one of many leasing access time from an 
° This figure is according to the UN Monitoring System's chief designer, Mr. Chuck Modlin of LLNL, when 
interviewed on 6 January 1995. 


: Roger L. Freeman, Telecommunication Transmission Handbook, 3rd ed., (New York: John Wiley & Sons, 
1991), 667. 





7 Observation based on discussions with Mr. Fred Anderson, a Meteor Communications Corporation Project 
Engineer on 16 May 1995. 











existing satellite network, the overall cost is very reasonable. 

The SATCOM link examined later will consist of Very Small Aperture Terminals 
(VSAT) connected to a central hub located outside the borders of North Korea via the 
INTELSAT VI (F1) satellite network. The INTELSAT network is a series of 
communications satellites in geosynchronous orbit around the globe that can operate in C, 
Ku or Ka frequency bands. Of the three bands, the Ku band (14 GHz uplink/12 GHz 
downlink) has been chosen for its combination of relatively low precipitation losses and 
ample available access. The VSAT terminals are, as the name suggests, very small in 
diameter and can fit on the top of a desk. This increases the flexibility of the monitoring 
system and makes it more capable of quickly integrating newly discovered monitoring sites 
into the overall network. 

In conclusion, the purpose of this exercise is to determine the ideal 
communications technology for use in electronic monitoring missions. The international 
community can not afford to redesign a new monitoring system each time the need for its 
use arises. The time of ad-hoc decisionmaking has given way to an era where economic 
and political resources are scarce. This situation requires a detailed methodical study of 
both the technical and nontechnical factors contributing to a monitoring system's make-up, 


particularly its communications, the heart of any electronic monitoring effort. 








I. CONDITIONS AFFECTING MONITORING SYSTEM DEPLOYMENT 


Before beginning the process of choosing a monitoring system communications 
technology, it is appropriate to examine the major factors affecting successful field 
deployment of a monitoring system. A host nation's level of trust with inspectors and 
technological sophistication will be examined in order to construct a monitoring system 
that can be effective in the most demanding physical and political operating environment. 

Deceptive and technologically advanced host nations are more likely to make the 
monitoring regime suspect clandestine research, development and manufacturing 
operations. This leads the monitoring regime to spend increasingly scarce resources to 
build the "perfect" monitoring system. An objective of any monitoring regime is to 
accomplish the mission at the lowest possible cost. This dictates using the lowest possible 
level of technology that will successfully accomplish the assignment. Therefore, the 
proper assessment of a host nation's weapons program and trust level is critical. 

A. LEVEL OF TRUST BETWEEN INSPECTORS AND HOST NATION 

For the planners of future nonproliferation monitoring missions, UNSCOM 
inspection operations offer three major lessons. First, the Iraqi experience suggests that 
inspectors should not expect the host nation to be forthcoming with details concerning its 
various weapons programs. Second, physical sabotage of monitoring equipment is not 
expected, especially from a militarily defeated host nation seeking relief from UN 
sanctions. Third, computer and communications security must be a system design priority. 


The most likely tactic for a host nation to employ against an electronic monitoring system 








is computer and communications sabotage. For a host nation seeking relief from UN 
sanctions without dismantling their prohibited weapons program, hiring a skilled team of 
computer hackers to circumvent the monitoring system's computer and communications 
networks allows the host nation to achieve its objective without incurring the wrath of the 
international community. In essence, computer hacking provides the host nation a degree 
of plausible deniability that overt physical sabotage does not. 

Future inspectors simply cannot rely on the information voluntarily provided by the 
host nation. Of all the ballistic missile, nuclear, chemical and biological weapons sites in 
Iraq at the time of UN Resolution 687 passage, Iraq declared approximately fifty percent 
to the United Nations.® The other fifty percent was left to the inspectors to either uncover 
themselves or to ferret out from Iraqi defectors. At least two sites related to Iraq's nuclear 
program were discovered as a result of defector interrogations. 

One possible explanation for Iraq's behavior centers on the willingness of the 
United Nations to enforce its resolutions. Iraq underestimated the resolve of the United 
Nations. The Iraqi leadership did not foresee UNSCOM maintaining the international 
community's backing for such a long period after Desert Storm. Believing UNSCOM was 
merely a temporary organization that could be outwaited, Iraq made a conscious decision 


to not provide a full account of its weapons programs. 


® Discussion with UNSCOM inspector, 17 May 1995. The full text of the interview 1s included in this thesis 
as Appendix B. 








In the case of chemical weapons, Iraq declared only what it believed the United 
Nations knew about already.” Iraqi declarations continued to be incomplete despite a 
series of amendments. Their declarations attempted to mirror what the Western press had 
already reported (assuming Western press reports to be very close to Western intelligence 
estimates). Some inspectors believe Iraq declared more than it would have otherwise 
because it overestimated the capabilities of Western intelligence.” It was generally 
assumed by the Iraqi's that Western intelligence knew about anything that could be 
physically observed outdoors. 

Because Iraq was more forthcoming than otherwise intended, it can only be 
assumed the next host nation will not make the same mistake. Therefore, the designers of 
future monitoring systems must provide a system that can quickly integrate newly 
discovered weapons sites into the communications network. Monitoring system support 
personnel must be supplied with equipment that is easily transported and assembled. Since 
Iraq only declared approximately fifty percent of its weapons sites to the UN, any 
communications system used in future missions must be able to expand its capacity by at 
least a factor of three. We must assume future host nations will learn from Iraq's 
overestimation of the West and be even less soonenie concerning the details of its 
weapons programs. 


Once it became apparent to Iraq that UNSCOM was not a transient organization 


? David Evans, Kathleen Bailey, Steve Lambakis, Bob Rudney, and Bernie Victory, Iraq Inspections - Lessons 
Learned, (Alexandria: Defense Nuclear Agency, 1993), 29. 





10 Thid., 28. 











and long term monitoring would become a reality, the Iraqi's continued their policy of 
concealment and deception activities in favor of overtly destroying UNSCOM monitoring 
equipment.'’ This has resulted in a professional but hostile working environment for the 
increasingly skeptical UNSCOM inspectors.’* The current Iraqi strategy is to be cordial 
and to answer the inspectors' questions as vaguely as possible. In essence, Iraq is doing 
little more than going through the motions on the surface while doing all it can to conceal 
and deceive behind the scenes. 

Common deceptive tactics used against inspectors include utilizing bombing 
damage as a cover for dismantlement, burying the inspectors in paperwork, offering highly 
improbable explanations, removing security equipment from suspect sites before the 
inspectors arrive and physically altering facilities to obstruct inspections.’’ Iraq used 
bombing cleanup as an excuse to dismantle key UNSCOM inspection targets. For 
example, between scheduled inspections at the Tuwaitha Nuclear Physics Laboratory, Iraq 
completely leveled the main facility and stripped all other key buildings of all equipment." 
In such circumstances, accounting for equipment is an impossible task. Another 
deception technique involves the large-scale updating of nuclear declarations at the 


beginning of an inspection period where Iraq literally buries an inspection team in 


'! According to the one UNSCOM inspector, there have been no known attempted equipment tampering 
incidents on the part of the Iraqi's. 


'? Based on the 17 May 1995 interview with an UNSCOM interview. 
Evans,et. al., Iraq Inspections - Lessons Learned, 64-8. 
'* Thid., 68. 
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paperwork upon arrival in country.’” This has been done on at least two occasions (7 July 
1991 and 27 July 1991) to force the inspectors to push the scheduled inspections back to 
the next period where a different group of inspectors, one that may be less likely to 
uncover new weapons sites, would be conducting UNSCOM operations. 

A third technique involves intentionally misclassifying dual-use equipment 
suspected of involvement in weapons programs. For example, Iraq explained their 
possession of two Japanese-made streak video cameras, equipment that is commonly used 
in weaponization testing, as being purchased for use in graduate school internal 
combustion engine testing.© Fourth, before the arrival of the first nuclear inspection team, 
Iraq removed all advanced security equipment from every site on the inspection list in 
hopes of disguising the buildings as industrial, not military.”’ 

The last common technique used by Iraq is to physically alter the facility in order 
to limit the scope of the inspection. It is not uncommon for an inspector to encounter 
critical areas filled with concrete. By literally filling suspect spaces with concrete 
inspectors are unable to access these areas and cannot conduct uranium testing. Thus, the 
inspectors are left only with circumstantial evidence. Some sites have had their electrical 
grids removed to prevent inspectors from determining the power consumption of a given 


facility.'* Clearly, a monitoring system would be able to note this activity before it 


' Thid., 66. 
© Tbid., 67. 
7 Thid., 68. 
'8 Thid., 69. 
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becomes irreversible. 

From a communications design viewpoint, the implications of deception and 
concealment practices are twofold. First, as stated previously, enough capacity and 
flexibility must be available to handle newly discovered sites in a timely manner, 
particularly when addressing the North Korean situation. North Korea's open hostility to 
foreigners and ability to conceal through tunnelling make the task of discovering 
undeclared weapon sites extremely difficult. Since the North Koreans will probably 
declare less than Iraq, the need for excess capacity becomes more critical. Second, future 
host nations may resort to tampering with our data and data transfer systems as part of 
their deception campaign. Just because UNSCOM has not detected any breaches in their 
computer and communications security infrastructure does not mean one has not occurred 
or that Iraq has not tried and failed. If a Third World country can acquire the best missile 
and nuclear weapons technology in the world, they can also acquire first-rate computer 
hackers.!* To be effective, the communications system built for future missions must take 
this possibility into account from the beginning stages. 

The physical security at both the field sites and the Central Monitoring Center in 
downtown Baghdad are not thorough.” Although there is no proven case of tampering 
with the remote sites, the Central Monitoring Center remains a problem area. There are 
no common access control devices that one would normally encounter upon entering a 


secure facility (such as cipher locks, retina scanners and around the clock security guards). 


'? Based on the 17 May 1995 UNSCOM inspector interview. 
*° Thid. 
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Since an Iraqi janitorial company holds the housekeeping contract for the facility, a trained 
professional could gain access to the Central Monitoring Center by posing as a janitorial 
worker. Having such a large security risk at the communication destination defeats the 
purpose of encrypting the communications path and dissuades the communication system 
designer from installing the very best technology in the next generation's monitoring 
system. 

Despite the aforementioned difficulties, installation of a monitoring system inside 
Iraq has made a positive contribution to the sanctions enforcement effort. Since the 
passing of UN Resolution 715 on 11 October 1991, which paved the way for Dust Cloud, 
Iraq has toned down its resistance to UNSCOM inspection activities. The frequency and 
degree of intimidation of inspectors has declined considerably.” Overtly hostile acts on 
the part of Iraq are not as prevalent. Iraq no longer fires warning shots at inspectors, 
denies airspace to UN helicopters, or physically denies the inspectors access to inspection 
sites.22 Although the presence of a monitoring system cannot see into the past, it allows 
UNSCOM to gauge the inspectee's current level of cooperation. A monitoring weit 
supplies inspectors with current information and permits inspectors to integrate questions 
about the present with those about the past in order to determine the degree to which a 
particular inspectee may be deceiving the inspection team.” For future missions where 


attempts at deception can only be assumed to be worse, a flexible, secure communications 


“1 Thid. 


a Evans, Iraq Inspections - Lessons Learned, 71. 


?3 Based on the 17 May 1995 UNSCOM inspector interview. 
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system with ample excess capacity is paramount. 
B. HOST NATION'S TECHNOLOGICAL SOPHISTICATION 

Working under the assumption that present and future renegade nuclear weapons 
programs will not make the same mistakes as Iraq, it is safe to say these aspiring nuclear 
powers will take better advantage of their technology and make future monitoring 
missions much more difficult. The biggest error Iraq committed in this regard was 
conducting multiple large scale research and development programs at once - resulting in 
condemnation and sanctions from the international community.“ Remembering that the 
first nuclear weapon was built in a relatively unsophisticated technological time period 
compared with today, there are three technological areas aspiring nuclear powers will be 
expected to take advantage of in order to keep their programs away from a monitoring 
system's sensors - civilian nuclear power expertise, computers and nuclear weapons 
testing.” 

There exists a significant amount of overlap between a civilian nuclear power 
program and nuclear weapons development program. Both require an ability to handle 
radioactive materials in addition to extensive knowledge of fuel fabrication procedures and 
reactor control operations.” In a nutshell, experience with the peaceful uses of nuclear 


power provides a strong technological base for a renegade nuclear weapons program and 


24 David Evans, Kathleen Bailey, Steve Lambakis, Bob Rudney and Bernie Victory, Iraq Inspections - Lessons 
Learned, (Alexandria: Defense Nuclear Agency, 1993), 56. 





1.8, Congress, Office of Technology Assessment, Technologies Underlying Weapons of Mass Destruction, 
OTA-BP-ISC-115 (Washington, DC: U.S. Government Printing Office, December 1993), 149. 


26 Thid., 153. 
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can present a significant obstacle for a monitoring regime. Host nations with a civilian 
nuclear power program possess a greater ability to mask their weapons activities than 
those nations without a nuclear power program. 

Iraq, as a signatory to the Nuclear Non-Proliferation Treaty, was permitted to 
establish a civilian nuclear power program in return for pledging not to pursue a weapons 
program. UNSCOM inspections have discovered that Iraq successfully buried parts of 
their weapons programs at declared sites, like the Tuwaitha Nuclear Research Center, 
regularly inspected by the IAEA twice per year.”’ North Korea, another signatory to the 
Nuclear Non-Proliferation Treaty, has declared one of its Yongbyon reactors to be rated 
at five megawatts. However, many believe the five megawatt figure to be a drastic 
underestimation and view this inaccuracy as an attempt at hiding a renegade nuclear 
weapons program.”* Since most of the civilized world has agreed to be part of the 
Nuclear Non-Proliferation Treaty, attempts at deceiving outside inspectors can not be 
expected to diminish in the near future. Those implementing an electronic monitoring 
system must take this factor into account and design their system with enough excess 
capacity to handle a significant amount of newly discovered sites. 

Nuclear weapons are essentially 1940's technology - an era that did not have the 
benefit of any electronic computers.”” In fact, most of the nuclear weapons developed by 


the United States through the 1970's were completed using computers comparable to one 


27 David Evans, et. al., Iraq Inspections - Lessons Learned, 57. 


*8 U.S. Congress, Office of Technology Assessment, Technologies Underlying Weapons of Mass Destruction, 
eye 


2? Thid., 150-152. 
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engineering workstation of today. In an era where computers quickly become obsolete, it 
is relatively easy to acquire extremely capable computers that are not currently cutting 
edge technology. This situation has many positive implications for the aspiring nuclear 
power, principally in the weapon testing phase of development.” 

It is possible for an aspiring nuclear power to develop an operational fission based 
weapon, using the aforementioned obsolete computers, without field testing a prototype. 
In fact, many of Iraq's nuclear weapon design codes were run on desktop personal 
computers like the IBM/PS2.*" Instead of constructing large and expensive research and 
development facilities that tend to attract international attention like Iraq did in the 1970's 
and 1980's, it is possible to accomplish the same task through the use of smaller scale 
facilities.” 

When the international community decided to take action against Iraq's weapons 
programs, they had a good idea of what to target because much of their infrastructure was 
not indigenously produced. This extensive foreign knowledge made it easier for 
UNSCOM to better focus their monitoring efforts than if Iraq had opted for more 
computer simulation and smaller scale facilities. From a monitoring perspective, it must 
be assumed that future host nations will have learned from Iraq's past errors and put a 
greater emphasis on computer modeling and simulation. Instead of focusing solely on 


large factories, production facilities and test ranges, now any computer terminal is a 


°° Thid., 150-152. 
*! Thid., 152. 
2 David Evans, et. al., Irag Inspections - Lessons Learned, 56. 
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potential monitoring target. Future monitoring regimes must be prepared for the 
possibility of discovering a large number of sites not declared by the host nation. This 
situation is another reason for supplying the monitoring regime with an electronic 
monitoring system that has enough excess capacity and flexibility to quickly integrate a 


large number of newly discovered remote sites. 


Wi 
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2-9. 





Til. CASE STUDY: IRAQ 

The Framework Agreement calls for the International Atomic Energy Agency 
(IAEA) to verify North Korean cooperation using "whatever measures the IAEA may 
deem necessary to conduct an inspection to monitor [the] freeze [on production of 
weapons grade nuclear material] and . . . to resolve the question of [North Korea's] initial 
inventory."*? With outside monitoring of the North Korean nuclear weapons program a 
fact of life, what kind of monitoring system should be put in place to achieve the non- 
proliferation objective? To determine the type of monitoring system needed to achieve the 
non-proliferation objective it is appropriate to analyze the monitoring activities of the 
United Nations Special Commission on Iraq (UNSCOM). Having proven itself in the 
turbulent political environment and harsh desert terrain of Iraq, this chapter will examine 
UNSCOM's monitoring system technical requirements and wireless point-to-point 
telephone system to determine if the present communications system can successfully 
operate in the mountainous enon: of the Korean Peninsula. 
A. COMMUNICATION SYSTEM TECHNICAL REQUIREMENTS 

The UN Monitoring System, nicknamed "Dust Cloud", consists of a network of 
closed circuit cameras, camera recorders, Chemical and Biological Warfare (CBW) 
sensors and solar power stations connected to a central monitoring center using a wireless 
point-to-point telephone system. Deployed in Iraq since May 1994, Dust Cloud 


effectively monitors twenty-two sites for compliance with UN Security Council 


33 Robert Galluci, "Briefing on Korea," excerpts from a State Department press briefing, (25 October 1994), 
This source was acquired directly from the U.S. State Department's Internet Home Page. 
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Resolutions 687 and 715 covering srohisitons related to ballistic missile technology, 
nuclear weapons, chemical weapons and biological weapons.** Designed by Lawrence 
Livermore National Laboratory engineers to function in the harsh Iraqi climate with little 
maintenance support, all equipment used in the system had to meet three general 
requirements. First, field hardware must operate over a temperature range of 1 to 50 
degrees Celsius. Second, equipment intended for exterior use must have environmental 
seals. Third, electrically powered equipment must be able to operate off of 12 VDC.” 

Dust Cloud system architecture consists of five elements: field sensor units; 
communications links between the field units and the central monitoring center; data 
collection, processing and handling stations; and an archival data base to be shared with 
UN Headquarters in New York. Dust Cloud incorporates real-time communications 
between the central monitoring center located at the Ishtar Sheraton Hotel in Baghdad and 
remote sites. The communication link can only be established from the Ishtar Sheraton. 
After a communications link has been established, the remote station can collect, digitize, 
encrypt and transmit data back to the central monitoring center. Upon arrival from the 
remote station, the image will be decrypted, displayed and stored. Encryption of data is 
driven by three reasons: miniscule cost of commercial encryption modems, the modems' 
high degree of reliability, and Iraqi concern over compromise of defense related 


information. 


* United Nations Security Council, Resolution 715, (New York: United Nations, 11 October 1991). 





3° Chuck Modlin, "OMV System Hardware Requirements," (Paper written for the United Nations Special 
Commission on Iraq, 18 April 1994), 3. The full text of this document is included as Appendix A of this thesis. 
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Real-time communication between the field sites and the central monitoring center 
is accomplished via wireless point-to-point telephone. Encryption modems are installed at 
every site along with an analog to digital (A to D) converter. Image compression is 
required for video due to the large size of these files. There are two communications 
requirements between remote sites and the central monitoring center. First, in order to 
carry out real-time data collection, the central monitoring center must be capable of 
dialing up each remote site on a moments notice using either RF or International Maritime 
Satellite INMARSAT). Second, compatible encryption modems must be installed at each 
remote site as well as the central monitoring center. Additionally, the central sith 
center's RF Communication Control Station must be able to load each remote site's 
encryption key. 

The RF Communication Control Station 1s required to have a computer capable of 
contacting multiple sites, then retrieving and storing the sought after video images and 
sensor data. Due the relative inflexibility of hardware, the software programs conducting 
the remote site interrogations must allow for random, preset and on demand 
interrogations. The RF Communications Control Station must be pre-programable to 
interrogate any remote site contact automatically for up to ten days in advance of the 
actual interrogation. This pre-programability, similar to pre-programming a VCR, reduces 
the personnel needed to operate the monitoring system. 

B. WIRELESS POINT-TO-POINT TELEPHONE EVALUATION 
Faced with the challenge of ensuring reliable and Recut communications between 


the central monitoring center and the remote sites, Dust Cloud designers decided to 
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bypass the war ravaged Iraqi public telephone network in favor of an independent 
communications network - the Optaphone Star. The Optaphone Star is a multiple 
subscriber, trunked rural radio telephone system designed to serve where conventional 
wireline telephone systems either do not exist or, in the case of Iraq, are too unreliable.* 
Designed for rural communities as well as other geographically isolated subscribers, 
Optaphone Star is capable of providing full duplex data transfers of 14.4 KBPS or full 
voice grade channel transmission to a maximum of forty-eight subscribers sharing 
anywhere from two to six UHF channels operating in one of three frequency bandwidths 
ranging from 403 MHz to 512 MHz. 

Optaphone Star fits well into the operational environment inside Iraq and satisfies 
many of the requirements set forth by the designers at Lawrence Livermore National 
Laboratory. Currently there are twenty-two sites to be monitored, with the capacity to 
handle up to forty-eight sites, leaving some room for expansion should the need arise. All 
equipment, not just communications gear, is required to be stand-alone in nature with 
litttle required maintenance or upkeep due to the heavy travel restrictions placed on 
United Nations personnel deployed in Iraq. Optaphone Star system administration can be 
completed remotely from anywhere on the network by simply using a PC and modem. 
Optaphone Star enhances its stand-alone capabilities further enhancement by being solar 
power compatible. 


Even though electrical power is available at most sites, sole reliance upon it was 


© Carlson Communications, Inc., Optaphone Star Basic Rural Telephone System Installation and Maintenance 


Manual, (Carlsbad: Carlson Communications, Inc., 1993), 1. 
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deemed risky for two reasons by the system designers at Lawrence Livermore National 
Laboratory. First, Iraq's electrical power grids were badly damaged during hostilities. 
Second, total reliance on the host nation to power UN monitoring equipment undermines 
the security of the entire mission. Therefore, all remote sites were designed with an 
uninterrupted power supply and battery banks kept charged by solar panels in case of main 
power failures. In addition to reducing heat build-up and extending the equipment's useful 
life, Optaphone Star's modest current and power requirements make twelve volt battery 
power with a solar power backup feasible. The solar power plants installed at each 
remote site can support normal operations without any AC main power, even during 
extended periods of poor weather and little sunlight.*” 

Full motion or "real time" Closed Circuit Television (CCTV) surveillance requires 
transmission of video output via coaxial cable, microwave link, fiber optic circuits or some 
other wide band transmission medium. Although full motion video would be ideal for a 
monitoring mission, single frame or "slow scan" video was chosen for two primary 
reasons. First, the Iraqi telecommunication infrastructure has little wideband transmission 
capabilities. Second, full motion video recorders used in monitoring missions require 
almost constant attention and are more susceptible to tampering.** Lawrence Livermore 
National Laboratory engineers required single frame video transmissions from multiple 


sites at time intervals of less than thirty seconds - ideally eight seconds. Optaphone 


37 James J. Longnecker, "Rural Radio Telephone Combines with Digital Video Transmission System to Allow 
Circuit Video at Remote Sites,” (Draft copy of an application paper for Optaphone STAR fixed radion telephone 
systems, 1995), 2. 


38 Thid., 1. 
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satisfies this requirement by using a modem that allows for simultaneous reception and 
split-screen display of up to four video inputs. With this system, remote sites can transmit 
a new image at 14.4 KBPS every six seconds, a time interval short enough to notice any 
overt attempt at circumventing the sanctions or tampering with the video equipment. 

System configuration for deployment consists of one antenna at the central 
monitoring center and at each remote site. At the central monitoring center, an eight 
decibel gain antenna was installed on a one hundred meter tower; while each remote site 
was equipped with fifteen decibel gain semi-parabolic antennas mounted on thirty meter 
towers. Some remote sites in Iraq are up to seventy kilometers from the Ishtar Sheraton 
Hotel.*” Optaphone advertises a line-of sight range (LOS) of up to 80 km, depending on 
terrain and altitude conditions. By establishing the central monitoring center atop one of 
the tallest buildings in Baghdad, system designers have been able to exceed the advertised 
range of Optaphone Star by avoiding the great majority of the downtown obstructions as 
illustrated by the estimated usable range of 99.57 km found in Table 1. Further, Table 1 
shows the uniqueness of the Iraqi mission by stating that communication quality beyond 
63 km radio horizon is very path critical. This casts doubt upon whether Optaphone Star 
could carry out the same function in North Korea or be included in a standardized 
monitoring system that would be ready for deployment on short notice, anywhere in the 
world. 

In the configuration used in Iraq, the estimated usable range considering terrain 


analogous to mountains or a downtown area with many large skyscrapers is approximately 


>? Thid., 2. 
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70.49 km (see Table 1). Further, working with an operating frequency of 460 MHz, a 
distance of 70 km, an Effective Isotropically Radiated Power (EIRP) of 38.76 dBm and an 
advertised maximum temperature of 50 degrees Celsius (323 degrees Kelvin); Table 2 
calculates the actual Isotropic Receive Level (IRL) of -83.84 dBm generated by the 
Optaphone System. 

All communications systems considered are required to be compatible with the 
CCITT V.32bis V.42 standard modems installed as part of the TX42E/RX42E camera 
system. This standard utilizes Quadrature Amplitude Modulation (QAM) 
encoding/decoding scheme. As a further enhancement, V.32bis employs Trellis Coded 
Modulation (TCM). TCM allows for significant distance gains with as few as four, eight 
or sixteen states. Roughly speaking, it 1s possible to gain 3 dB with four states, 4 dB 
witheight states and nearly 5 dB with sixteen states.*’ Using Figure 2, a BER of 


10(exp-5) requires an Ev/No of 14 dB using 16-QAM. With sixteen state TCM, the 
required Eb/No is reduced by 5 dB to 9 dB. Table 2 calculates the required IRL using the 


9 dB Ev/No figure as -134.17 dBm and derives the overall system margin by subtracting 


the required IRL from the actual IRL. 


* The range figures put forth have been derived using a link budget computer program supplied by Chuck 
Modlin of Lawrence Livermore National Laboratory. Tables 1 and 3 are examples of this program's output using 
system specifications supplied by Carlson Communications, Inc. 


= Roger L. Freeman, Telecommunication Transmission Handbook, 3rd ed., (New York: John Wiley & Sons, 
1991), 845. 
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For a communications link to be viable its margin must be positive, meaning there 
must be enough energy per bit per noise density (Eb/No) left after assorted transmission 
path losses for the receiving system to successfully acquire the signal. The overall link 
margin of 50.33 dB does support an operating range of 70 km and warrants consideration 


for use in North Korea despite the previously stated 63 km radio horizon. 


MTR Power RVR At ih 


XMTR/RCVR Line | 1.0 dB XMTR Ant. 100 m 
Loss (LL) Heght 
XMTR Ant. Gain 8.0 dB RCVR 25 uV 
Sensitivity 
| 


<n mie 


Distance 70 km or Operating Freq. 460 MHz or 
36.90 dB 53.26 dB 
387 dB 
2 


Est.Usable Range in Mountains/ 70.49 km — 
Downtown 


Est. Usable Range on Flat Terrain 99.57 km 


Table 1. Estimated Usable Range for Optaphone Star in Rough and Flat Terrain. 
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Pre 31.76 dBm 





G 8.00 dB 

Li -1,00 dB 

EIRP 38.76 dBm 

Constant -32.44 dB 

Distance -36.90 dB 

Operating Frequency -53.26 dB 

FSL -122.60 dB 

Actual IRL -83.84 dBm 
E/No 9.00 dB 

Constant 234.00 dBm 

Noise Figure* -3.25 dB 

Bit Rate -41,.58 dB 

RSL -120.17 dBm 

Gr -15.00 dB 

Li -1.00 dB 

Required IRL -(-134.17 dBm) 
Link Margin 50.33 dB 


Table 2. Optaphone Star Link Budget. 


*2 ‘The overall Link Budget technique and perrequisite equations are derived from Freeman, 
Telecommunication Transmission Handbook, 247. 


3 Noise Figure is based on an Operating Temperature of 50 degrees Celcius, which translates into 323 
degrees Kelvin. Using the formula: Noise Figure = 10 log (1+ Te/290), Noise Figure is calculated to be 3.25 dB. 
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LINK MARGIN = 50.33 dB 


ACTUAL IRL REQUIRED IRL 
83.84 dBm 134.17 4B 
ANTENNA GAIN ANTENNA GAIN 
8.0dB 15.0 dB 
ere LINE LOSS 
ies 1.0 4B 











EIRP 
38.76dBmn «0 km 


XMTR FSL 


122.6 dB 


1.56 
31.76 dBm 


-120.17 dBm 





Figure 1. Optaphone Star Link Budget Diagram. 
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| IV. CASE STUDY: NORTH KOREA 

A. METEOR BURST COMMUNICATIONS 

1. General Overview 

The North Korea case differs from Iraq in a three major areas. First, the 
geography of North Korea is significantly rougher than Iraq's and less conducive to line- 
of-sight communications. The Optaphone Star wireless point-to-point telephone system 
currently employed in Iraq has an ideal operating environment: flat desert terrain and 
short transmission distances afforded by possessing an in country central monitoring 
center. The situation in North Korea calls for a communication system that can 
successfully operate in the mountainous terrain of the Korean Peninsula and transmit 
information to central monitoring centers located over-the-horizon (OTH). Clearly this is 
a significant challenge for the Optaphone system. 

Second, the atmospheric conditions in North Korea are drastically different from 
Iraq's. Simply put, Iraq is extremely hot and dry and North Korea is not. In Iraq, ensuring 
the communications gear's functionality in the heat is the only real environmental concern. 
The sunny and dry conditions are very conducive to successful deployment ofa 
monitoring system in general and a communications system in particular. There is no need 
to worry about precipitation blowing the system's circuitry or having enough sunlight to 
fuel the backup power generators. System designers have to account for these risks when 
designing a system that will be as stand-alone in North Korea as it is in Iraq. 

Third, it is assumed the level of trust between the inspectors and North Korea will 


be less than that between UNSCOM and Iraq since North Korea has not been militarily 
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defeated and still maintains all of its sovereignty. These three factors dictate examining 
longer range forms of communication that can operate in rough terrain with little 
maintenance and support a central monitoring center located outside North Korean 
borders, possibly Seoul, South Korea or Yokuska, Japan, powered by something other 
than solar power. The alternatives to wireless point-to-point telephone to be examined are 
meteor burst and satellite communications. 

Meteor Burst Communications (MBC) is based on the mirror-like bounce of RF 
signals off ionized trails of electrons created by the billions of meteorites that barrage the 
earth per year (see Figure 2). A meteor trail is formed when a meteoric particle collides 
with air molecules. The collisions between these high velocity atoms and the surrounding 
air produces heat, light and ionization dispersed in a long, thin parabloid trail with the 
meteor particle at the head.“ A trail with a length of 25 km and width of one kilometer 
can be generated by a meteor particle the size of a grain of sand.*° The altitude of these 
trails range from 85 km to 115 km above the earth's surface (the D and E atmospheric 
regions). The altitude of the meteor trails and the earth's curvature limit the 
communication link's maximum range to 2,000 km.*° 

Typical MBC systems continuously broadcast a probe signal into the atmosphere. 
Receipt of a probe by another station signifies the existence of a usable meteor trail; and 


the second station responds over the reciprocal path that it is ready to recetve traffic. 


“4 JS. Lee Associates Inc., A Survey of Literature on Meteor Burst Communications Signals, (Arlington: J.S. 
Lee Associates Inc., June 1984),7. 


* Willis E. Day, "Meteor Burst Communications," (Rochester: Scientific Radio Systems Inc.), 1. 


*© Edward J. Morgan, "The Resurgence of Meteor Burst," Signal (January 1983), 1. 
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METEOR BURST COMMUNICATIONS 
OPERATIONAL GEOMETRY 





Figure 2. Meteor burst communication operational geometry.*” 
Typically, a single meteor trail is usable for several hundred milliseconds. However, 
depending on the meteor's size and speed, a trail can be used for up to a few seconds. 
The abundance of meteor trails depends on a number of factors and is summarized below 
in Table 3. Meteor trajectories are four times more likely to intersect the earth in July than 
in February. This seasonal variation is caused by the northern hemisphere being tilted 
away from the direction of the earth's orbit in the winter and spring and tilted towards the 
earth's orbital direction in the summer and autumn. Because meteors orbit in the same 
direction as the earth orbits the sun, they are also four times more prevalent during the 
morning hours than the afternoon. Therefore, meteor bursts are most sixteen times more 
likely to occur in the Northern Hemisphere on a July morning than on a February evening. 


All of this results in maximum daily meteor burst variations experienced at the equator, 





*7 Edward J. Morgan, "The Resurgence of Meteor Burst," Signal (January 1983). 2. 
* Tbid., 1. 
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and greatest seasonal variation felt at the poles.” 










Meteor Trail Level Time of Day 
Summer/Autumn (4:1) Morning (4:1) 
Winter/Spring (1:1) Evening (1:1) 


Table 3. Northern Hemisphere Meteor Trail Abundance. 





There are two basic MBC system configurations. The first is a full-duplex point- 
to-point setup in which two stations are either considered nodes in a larger network or the 
entire network in and of itself. The last option would be used when two nodes have a 
large volume of traffic to exchange. The second configuration is comparable to a 
traditional radio network. Capable of either half-duplex or full-duplex operations, it is 
composed of a master station surrounded by a number of remote stations.” The master 
station acts as the net control by constantly transmitting probing signals to locate other 
remote or master stations.’ Once a communications path is established between the 
master and remote, the remote station passes its data, receives an acknowledgement from 
the master and stays in the receive mode. The master station's computer microprocessor 
controls this function in order to optimize the brief communications periods. Additionally, 


this same microprocessor disseminates the processed data to a printer, CRT display, 


49 7S. Lee Associates, Meteor Burst Communications Signals, 8. 


oY Ibid b. 
Day, "Meteor Burst Communications," 8. 
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computer memory or modem.” 

MBC networking software capable of supporting fifteen master stations and 300 
remote stations is available off-the-shelf. Typical software allows for clear-text or 
encrypted message transmission as well as providing network status and flow control 
messages to network administrators. Other features include an automatic retry when a 
message fails to go through the system in a preset amount of time, automatic notification 
of originator when a message is successfully or unsuccessfully transmitted. The network 
design is based on the International Standard of Operations (ISO) reference model for 
layered communications systems. MBC is considered a communication subsystem and 
provides the transport, network, link, and physical layers. Nodes must be designed to 
handle backups at virtually every stage in the communications path because MBC 
transmissions are expected to be interrupted at random times. These delays are translated 
into lower throughput figures, typically on the order of several hundred words per 
minute.” 

Fortunately, there are methods available to improve the delay times and 
throughput rates besides simply increasing the transmitter power and antenna gain. These 
other methods include noise blankers, adaptive data rates and forward error correction.” 
Noise blankers observe and ground noise pulses at the receiver's front end before entering 


the narrow band intermediate frequency filters. This characteristic allows for successful 


»? Thid., 8. 
3 Edward J. Morgan, "Meteor Burst Communications: An Update,” Signal (March 1988), 56-60. 
*4 Thid., 56-7. 
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operation in areas with AC power lines and mountainous terrain that can deflect energy 
back into the communications system. Adaptive data rates are designed to take advantage 
of rapidly varying signals such as MBC. As the name suggests, it increases the data rate 
of a system when favorable conditions allow for higher data rates. Adaptive data rates can 
vary from 2 KBPS to 64 KBPS, levels that are compatible with the V.32bis modems used 
by the camera system. Finally, most MBC systems use a code-combining scheme that 
increases the Viterbi half rate encoding method and allows the receiver to decode partially 
received blocks of data. 

There are a few features of MBC that make it a credible option for use in the 
North Korean monitoring mission. Time-division multiplexing is possible due to the large 
elliptical shape of the signal's footprint. MBC systems are characterized by their small 
signal footprints. For example, a single meteor particle, which has the approximate size of 
a grain of sand, generates a footprint with 25 km major axis and 1 km minor axis.’ This 
allows for multiple use of the frequency spectrum while protecting against intercept and 
jamming with one major limitation. Two remote stations located closer than 25 km apart 
can not communicate with the same master station.” 

This spacing requirement allows system designers to decrease wait time three 


different ways. First, wide spacing permits a few hundred remote stations to share a 


ee Day, "Meteor Burst Communications," 5. 

°° Morgan, "Resurgence of Meteor Burst," 1-2. 
Day, "Meteor Burst Communications," 5. 
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common frequency band and allows multiple master stations to communicate with the 
same remote station simultaneously. Second, using multiple master stations opens up 
additional meteor trails that can be used to contact a single remote station. Third, 
interconnecting the master stations will decrease the amount of delay time involved in 
communicating. The use of multiple networked master stations is a concept that lends 
itself well to monitoring multiple remote sites that are confined to a small geographic area. 

Data is transferred only when meteor trails illuminate the desired remote station. 
For a third party to intercept or jam both ends of a data transmission, favorable meteor 
trails must illuminate both the interceptor, the transmitter and the receiver. Conservatively 
speaking, their is a one percent chance for one of the three sites to be illuminated at any 
one time, this translates into a one in a million likelihood of interception.” To further 
reduce the likelihood of interception, it is recommended to probe from the master station 
exclusively. Although constant broadcasting from the master station will give its location 
away, the passive employment of the remote stations will lower the remote station's 
transmitter duty cycle and reduce the actual "on air" time to approximately one-tenth of 
one second.” This translates into a very difficult problem for a third party seeking to 
locate the remote site or intercept its transmissions.” 

The main factors affecting the time required to transfer data are operating 


frequency, transmitter power, antenna gain, receiver sensitivity threshold and data burst 


ze Morgan, "Resurgence of Meteor Burst," 3. 
© Tbid., 3. 
et Day, "Meteor Burst Communications," 6. 
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rate.” Meteor trails will reflect RF signals from 30 MHz to 200 MHz. Below 30 MHz 
the ionosphere's F-layer reflect signals back towards the transmitter before reaching the 
meteor trail. As the operating frequency increases above 50 MHz, the RF signal strength 
dissipates at such a high rate that requires a significantly large increase in transmitter 
power to make up the difference. Therefore, the 40 MHz to 50 MHz range allows for 
reasonable antenna sizes and transmitter power levels.” As alluded to earlier, the greater 
the transmitter power, the shorter the delay time. Most MBC systems operate at 
transmitter power output levels of 150W to 200W, with larger facilities equipped with 

10 kW transmitters.“ 

Increasing the antenna gain has roughly the same effect as increasing transmitter 
power - there is a point of diminishing marginal returns. A trade-off exists between 
beamwidth and the area of the sky illuminated by the system. As beamwidth is narrowed, 
the signal becomes more focused at the cost of decreasing the amount of meteors it can 
reflect off. In practice antenna gain is a function of the intended operating range of the 
system. For systems with ranges less than 960 km, an antenna gain of 16 dB is used. For 
systems operating in the 960 km to 2000 km range, the antenna gain is increased to 


24 dB.© To simplify system design calculations, the same antenna gain will be used for 


a) reeman, Telecommunication Transmission Handbook, 666. 





o Day, "Meteor Burst Communications,” 8. 


ss Freeman, Telecommunication Transmission Handbook, 667. 





oF Day, "Meteor Burst Communication," 8. 


ee Freeman, Telecommunication Transmission Handbook, 667. 
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both the master station and remote station antennas. 

The receiver's sensitivity threshold is a function of the desired BER, modulation 
scheme, noise figure and man-made noise at the receiver.’ All communications systems 
examined are required to have a BER of 10(exp -5). While the majority of MBC systems 
employ BPSK modulation, the camera's V.32bis modems use 16 stage TCM to enhance 
their 16-QAM modulation. The exact receiver sensitivity level will be derived later. 

Data burst rates are usually in the 2 KBPS to 16 KBPS range.® Rates below 1 
KBPS are not practical due to "overhead" such as receiver start-up, bit synch time and 
word synch time.” The upper limit of 16 KBPS is high enough to handle the modem's 
14.4 KBPS data stream. However in the absence of national regulatory agency oversight 
the data rate can be increased above 16 KBPS.” This allows the monitoring system to 
possibly increase its data rate to 28.8 KBPS if those modems are compatible with the rest 
of the camera equipment. 

2. Link Budget Analysis 

To evaluate MBC as a potential monitoring system communication option, certain 
assumptions will be made. First, the Communications System Technical Requirements 


formulated for the Iraqi case will be used for the North Korean case.’ Second, it is 


et Day, "Meteor Burst Communication," 8. 


nt Freeman, Telecommunication Transmission Handbook, 667. 





ee Day, "Meteor Burst Communication," 8. 


Freeman, Telecommunication Transmission Handbook, 667. 





se Chapter Three of this thesis provides a detailed account of the exact Communication System Technical 
Requirements used in the Iraqi Monitoring System. 
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assumed the location of the central monitoring center will be in either the Seoul, South 
Korea metropolitan area or the Yokosuka, Japan area. 

The link budget calculations for Meteor Burst Communication links are similar to | 
the LOS link budget analysis performed on the Optaphone Wireless Point-to-Point 
Telephone System. Both calculations focus on determining the overall Margin based on 
the system's Effective Isotropic Radiated Power (EIRP), Receive Signal Level (RSL) and 


the Receiver Noise Threshold (Pn). Table 4 shows the MBC system parameters used 


while Tables 5a and 5b display detailed link budget calculations for a central monitoring 


center located in Seoul, South Korea and Yokosuka, Japan. 
















BER 10(exp -5) 
Modem | V.32bisV.42 
Modulation 16-QAM/16-TCM 


Distance 360 km to Seoul, South Korea 
1,325 km to Yokosuka, Japan 








Bandwdth 5 MHz or 67.0 dB 
XMTR Power (Pt) | 7.5 KW or 68.8 dBm 


Antenna Gain (Gt) and (Gr) | 16.0 dB (Distance < 960 km) 
| 24.0 dB (Distance > 960 km) 


Table 4. MBC System Parameters. 
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Seoul, South Korea Link Budget 


Pt 68.8 dBm 

Gt 16.0 dB 

EIRP 84.8 dBm 

MBC Scattering Loss 52.3 dB 

FSL 115.4 dB 

Transmission Loss” -167.7 dB 

Gr 24.0 dB 

RSL -66.9 dBm 
FaM 23.6 dB 

Du 6.0 dB 

Rai 3.6 dB 

Buz 67.0 dB 

-174.0 dBm -174.0 dBm 

Pn? -(-73.8 dBm) 
Margin” 6.9 dB 


Table 5a. Seoul, South Korea MBC Link Budget Calculations. 


See Table 6 MBC Transmission Loss at 40 MHz derived from Freeman, Telecommunication Transmission 
Handbook, 685. 


” See Table 7 Representative values of selected measured noise parameters for business, residential and rural 
environmental categories. The overall Receiver Noise Threshold (Pn) was derived from Freeman, Telecommunication 
Transmission Handbook, 598 assuming a rural environment. 





™ The general MBC Link Budget formulas were derived from Freeman, Telecommunication Transmission 
Handbook, 684. 
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Yokosuka, Japan Link Budget 
Pt 68.8 dBm 
Gt 24.0 dB 
EIRP 92.8 dBm 
MBC Scattering Loss 58.0 dB 
FSL | 126.8 dB 
Transmission Loss -184.8 dB 
Gr 24.0 dB 
RSL -68.0 dBm 


Py” -(-73.8 


dBm) 
Margin 5.8 dB 


Table 5b. Yokosuka, Japan MBC Link Budget Calculations. 







Table 6. MBC transmission loss at 40 MHz.” 











7? Py for Yokosuka, Japan is unchanged from the previous calculation because it is dependent on Operating 
Frequency, a system parameter that has not been altered. 


e9 Freeman, Telecommunication Transmission Handbook, 685. 
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Environmental Category 


Fam od, oO, nL F om D, nue Fim ¢ ex 
{dB{kTyD | (dB) | (dB) | (4B) | (dBlAT yD (4B) (dB) | (dO{kT)) «pr | (ae) fj 







| Table 7. Representative values of selected measured noise parameters for 
business, residential and rural environmental categories.” 


The link budget calculations put forth in Tables 5a and 5b show successful 
communication to be possible from both central monitoring center locations. However, to 
achieve the stipulated data rate and transmission interval major modifications would be 
required.”* For a Meteor Burst Communication system to transmit a slow scan video 
image once every eight seconds at a data rate of 14.4 KBPS, the transmitter's power 
output would have to be in the five kilowatt to ten kilowatt range and special equipment 
would be needed to vary the instantaneous data rate in order to meet the transmission 
interval. Even with these modifications in place, around-the-clock real-time 
communications are not guaranteed due to the inherent randomness associated with . 


meteor trails.” The system enhancements mentioned earlier would boost the price of a 


™ Thid., 598. 


”8 Observation based on discussions with Mr. Fred Anderson, a Meteor Communications Corporation Project 
Engineer on 16 May 1995 
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single unit to approximately $200,000." 

Meteor Burst Communications have many qualities that lend itself for 
consideration as a North Korean monitoring system component (i.e. low probability of 
intercept, long range and nuclear survivable); however there are other communications 
technologies in existence that are better equipped to provide uninterrupted slow-scan 
video monitoring services. The best role for Meteor Burst Communications in the 
monitoring environment is as a backup system. Installing a scaled down MBC system 
would provide the monitors with an affordable insurance policy in the event of a nuclear 
detonation or accident renders the primary communications link inoperable. 

B. SATELLITE COMMUNICATIONS 

1. General Overview 

The third communications option for a proposed monitoring system in North 
Korea is satellite communications. A satellite communications link is defined as "a distant 
microwave repeater which receives uplink transmissions and provides filtering, 
amplification, processing and frequency translation to the downlink for retransmission. ae 
The link from the earth ground station to the satellite is the uplink. Conversely, the 
transmission from the satellite to the earth ground station is the downlink. 

Satellite communications (SATCOM) offer a number of advantages. First, 


SATCOM is geographically robust.” It is an economical way of communicating in both 


8° Discussion with Mr. Fred Anderson, 16 May 1995. 


_ George A. Codding, Jr., The Future of Satellite Communications (Boulder: Westview Press, 1990), 12. 
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deserts and mountainous regions where other forms of communication fail. Although 
launching and operating a satellite can be a very expensive proposition, the satellite will 
orbit for approximately ten years. This translates into a low average operating cost and 
makes satellite systems very competitive with most traditional forms of communication 
such as microwave and wireless point-to-point.**> SATCOM allows isolated regions, such 
as North Korea, to communicate with "the outside world". Successful SATCOM is 
possible as long as the receiver dish is within the satellite's footprint, regardless of the 
terrain. If positioned in the correct orbit, it is possible for one satellite to cover forty-two 
percent of the earth's surface.** Secondly, SATCOM offers the user flexible bandwidth 
and capacity that allows for the network manager to make changes where sees 
during high traffic periods.” 

Third, the distance between ground stations is not a major cost factor.*° The cost 
of transmitting data to a point one thousand kilometers away is very close to that of 
transmitting the same data fifty kilometers away. This is not the case with wireless 
point-to-point telephone or MBC. Fourth, point-to-point, point-to-multipoint and 
multipoint-to-point network configurations are all possible using satellite communications 


and transitioning between the various operating modes is easily accomplished. *’ 


83 Robert L. Douglas, Satellite Communications Technology, (Englewood Cliffs: Prentice Hall, 1988), 8. 


8 Walter L. Morgan and Gary D. Gordon, Communications Satellite Handbook, (New York: John Wiley & 
Sons, Inc., 1989), 3. 
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Fifth, SATCOM is compatible with newer forms of technology such as digital computers. 
This is necessary because the camera system is operated by 486 IBM/DOS driven 
computers with internal modems.** 

Most of the disadvantages with satellite communications revolve around the 
satellite itself.°° These include the high initial investment needed to develop and launch the 
satellite, launch vehicle availability, satellite lifetimes of seven to ten years, orbit crowding, 
frequency sharing and difficulty in maintaining the satellite. These disadvantages do not 
really affect those designing a monitoring system because satellite time will be leased from 
an existing satellite. It is assumed the United Nations will not be launching their own 
satellite specifically for this mission. 

One disadvantage of SATCOM that does affect the monitoring mission is the 
extraordinarily long round-trip distance from the earth to the satellite in geosynchronous 
orbit (71,572 km).*° Radiated signals can often be attenuated by up to two hundred 
decibels in one direction, and this results in very small signal amplitudes present at the 
input to the satellite receiver. The installation of special receiving components to perform 
this function can significantly increase the cost of the ground station equipment. 
Nevertheless, satellite communications remain one of the fastest growing technologies as 
it offers a wide variety of service types, operating frequencies, orbits and transmission 


types in an increasingly cost effective manner. 


88 Thid., 10. 
8? Ibid. 10. 
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Most satellite services can be classified as either fixed, direct broadcast or mobile.”* 
Fixed Satellite Service (FSS) provides voice or data from one point to another (point-to 
point) or to many points (point-to-multipoint). Direct Broadcast Satellite Service (DBS) 
transmits voice or data from one large, high power station to multiple low cost, less 
sophisticated stations. This point-to-multipoint arrangement is commonly employed in the 
radio and television industries. Mobile Satellite Service (MSS) enables multiple earth 
ground stations to communicate with each other while in motion. The monitoring mission 
calls for continuous communication between one central monitoring center and multiple 
remote sites in a "multipoint-to-point" fashion. Although the central monitoring center 
will occasionally need to communicate with the remote sites ina DBS mode, the type of 
service which best fits the monitoring mission is FSS. All the remote sites in the 
monitoring system will have fixed, immobile locations from which they will exchange data 
transfers with the central monitoring center at least once every eight seconds. The FSS 
system designed for the monitoring mission can have either channel or circuit 
transmission.” Channel transmission is one-way from one ground station to a satellite to 
multiple receiving ground stations. Circuit transmission is defined as two-way channel 
transmission and best fits the monitoring system requirements. 

The type of orbit taken by the satellite largely depends on its altitude above the 


earth's surface. The three main categories of satellite orbits are: low earth, medium earth 


*l hid. 6. 
2 Tbid., 12. 
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and geostationary.” A satellite is in low earth orbit f it is less than 500 statute miles (800 
km) above the earth's surface. This orbit is used primarily for reconnaissance and 
localized es reporting. It is posible for the Space Shuttle to launch satellites into this 
type of orbit. Satellites located 7,000 to 8,000 statute miles (11,200 to 12,800 km) from 
the earth's surface are said to be in medium earth orbit. Commonly used for navigation, 
remote sensing and weather monitoring, a satellite in this particular orbit can circle the 
globe once every twelve hours if configured correctly. 

The orbit most suitable for the weapons monitoring mission is the geostationary 
orbit. While located 22,238 statute miles (35,786 km) above the earth, a satellite in 
geosynchronous orbit can follow the earth's rotation while remaining static in relation to 
the earth's surface.** Advantages of this particular orbit are its large fixed footprint, ease 
of placement and corresponding lower costs. As Figure 3 illustrates, one geosynchronous 


satellite can serve an area equal to forty-two percent of the earth's surface. 
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Figure 3. Geoststionary satellite footprint.” 
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Geostationary orbits simplify the communications link design. With fixed central 
monitoring center and satellite positions, the only uncertain location involved is that of the 
next newly discovered remote site. Additionally, the wide area covered by one satellite 
significantly reduces the need for an inter-satellite link which translates into lower wait 
times between transmissions. 

Satellite communication is possible on frequencies ranging from 1 GHz to 30 GHz, 
L through Ka bands. The vast majority of traffic is transmitted and received in either the 
C, Ku or Ka bands.” Standard uplink/downlink frequencies are 6 GHz/4 GHz in the 
C band, 14 GHz/12 GHz in the Ku band and 29 GHz/19 GHz in the Ka band. To 
minimize the interference and mixing associated with operating two frequencies on a 
single satellite link, the uplink and downlink frequencies have been separated. This 
process is known as frequency translation. 

Of the three most popular bands, C band offers the lowest precipitation loss levels 
and is therefore utilized most frequently.”’ In recent years the C band has become 
congested to the point that traffic was shifted to the Ku and Ka bands. In these higher 
frequency ranges, larger fading margins must be factored into the system's design in order 
to assure the same high quality communications found at the C band. Despite the higher 
required fading margins, the Ku and Ka bands are well suited for spot beam 


communications and require smaller ground stations.” Because satellite access time will 


i Codding, The Future of Satellite Communications, 11-12. 
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be leased in favor of designing and deploying a new satellite, ground station equipment is 
the only significant communications equipment cost. As a compromise between high 
fading margins and affordable ground station equipment, the Ku band will be chosen as the 
operating frequency band for this particular monitoring system. 

An established satellite system that fits the previously stated service, transmission, 
orbit and frequency requirements is the INTELSAT Std. F1 Global system. Proposed as 
an alternative to wireless point-to-point telephone by the engineers that developed Dust 
Cloud in 1994, INTELSAT can provide a multitude of fixed sites full-duplex service in the 
Ku band from its global network of geosynchronous orbits.” As stated previously, the 
United Nations will most likely prefer to tap into an established civilian satellite network; 
however, this does not come without risks. Although they do not present a large threat to 
the monitoring mission, satellite communications are subject to physical attack, nuclear 
weapon effects and electronic countermeasures (ECM).'” The threat of physical attack of 
satellite communications systems is confined to the ground stations and is the same with 
no matter what particular communications technology is employed in the monitoring 
mission. Of the three threat areas, physical attack is probably easiest to detect and 
therefore not likely to be used by a host nation desiring UN sanctions relief. It is 
theoretically possible for high-energy lasers or directed energy weapons to damage an 


orbiting satellite, however the satellite itself is well protected from direct physical threat 


”? See Appendix B which includes link budget calculations for a proposed INTELSAT Std. F1 Global beam 
network for deployment into Iraq. This information has been provided by Mr. Chuck Modlin of Lawrence Livermore 
National Laboratory. : 


DP Haworth, "Military satellite communications," in B.G. Evans, ed. Satellite Communication Systems, 
2nd ed., (London: Peter Peregrinus Ltd., 1991), 317-19. 
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due to its altitude above the earth. The probability of direct satellite attacks is greatest 
when the host nation has an extremely high level of technological sophistication. 
Hopefully, a monitoring system will be put in place well before a developing country 
produces a weapons program of this magnitude. 

In a nuclear environment space-based electronics are vulnerable to radiation, direct 
blast effects, electro-magnetic pulse (EMP) and ionosphere enhancement.’ Whereas 
meteor burst communications are extremely survivable in a nuclear environment and 
recover from its effects in a matter of minutes, satellites are not survivable. Civilian 
satellites are extremely vulnerable to nuclear weapons effects. If one were to occur it is 
assumed that all satellite communications in the area would be terminated. A common 
characteristic of military equipment is nuclear hardening, however this adds to the overall 
cost.! Investment in hardened equipment for the monitoring mission is deemed 
unnecessary because it is the aim of a monitoring system to prevent, not survive, a nuclear 
detonation. The condition of the monitoring system is not important after the fact. 

Electronic countermeasures are actions taken to deny another party free use of the 
electromagnetic spectrum. An effective ECM technique to use versus satellites is 
jamming. Jamming occurs when an adversary prevents communication by overwhelming 
the targeted communications receivers with radiated power.’”* Satellite uplinks and 


downlinks are vulnerable to jamming; however uplink jamming is the more serious threat 


101 Tid. 317-18. 
102 Thid., 318. 
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because most satellite transponders are limited in the amount of power they can radiate.*”* 


If an adversary generates power equal to or greater than what is radiated by the uplink the 
satellite's signal-to-noise ratio will be significantly reduced, if not eliminated entirely. This 
results in message traffic coming to a screeching halt as the satellite becomes unable to 
separate the message signal from the jammer's noise. In the context of the monitoring 
mission, uplink jamming is even more important as the great majority of data will be 
traveling from remote site uplinks to a central monitoring center located outside the host 
nation. 

Overall, the risk of a monitoring system being tampered with is a function of the 
political will of the countries enforcing the sanctions. If the pressure is strong, ‘iis will 
not be any serious attempts to tamper with the monitoring system in any way. Iraq stands 
as a case in point. However, if the host nation perceives division among the enforcement 
coalition and they have the necessary means available to them, monitoring system 
tampering will most likely occur. It is relatively easy to determine if a monitoring system 
has been sabotaged - the equipment becomes inoperable. The critical part comes after 
sabotage has been detected. Does the enforcement regime have the desire and 
wherewithal to stop the violations? Deploying satellite communications as part of the 
monitoring system is definitely a calculated risk; however the advantages of this 
technology far outweigh the potential for sabotage. 

The type of ground station terminals preferred for use in the monitoring system 1s 


VSAT, or Very Small Aperture Terminals. Defined as a satellite terminal with an antenna 


104 Thid., 319. 
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aperture measuring between 0.6 meters and 2.4 meters, VSATs have provide reliable, 
low-cost SATCOM directly to the user at virtually any geographic location, regardless of 


As Figure 4 illustrates, VSATs are designed to be stand-alone and can be 


the terrain. 
installed on top of a desk. They do not require communications network nor power 


support from the local utilities which makes them well suited for the United Nations 


monitoring mission.’ 


offset antenna 


PC controller 





Figure 4. Desktop VSAT."” 
VSATs are usually used in combination with other VSATs as part ofa star 
network." Figure 5 illustrates a typical VSAT star network configuration. At the center 


is the hub. The hub is responsible for offsetting the modest performance of the distant end 
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Freeman, Telecommunication Transmission Handbook, 443. 


'°° R. Heron, "VSATs - very small aperture terminals," in B.G. Evans ed. Satellite Communication Systems, 
2nd ed. (London: Peter Peregrinus Ltd., 1991), 329. 
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remote terminals by boosting the power levels of its received signals. Therefore, hubs are 


physically larger than the remote VSATs and have significantly higher EIRP's. 


. 


VSAT VSAT 


VSAT 


Figure 5. VSAT star network topology.’”° 
"The primary application of a VSAT system is for a large family of outstations that 
must send short, bursty messages to a central location and may also require a reply from 
the central location."""’ Able to function wherever there is a direct line-of-sight to a 
satellite, VSATs are ideally suited for networks with a large number of ssoapaoiicly 
dispersed sites and very specialized traffic requirements." Costing approximately — 
thousand dollars per terminal, VSATs are the best choice for deployment to areas where 


local power and communications networks are inadequate to support slow scan video 


109 Thid., 443-444. 
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image transmissions once every eight seconds. Capable of 64 KBPS full-duplex 
transmission, VSAT networks can handle "from hundreds to thousands of remote 
users."''? This provides enough room for expanded capacity and higher data rates if 
necessary. 

2. Link Budget Analysis 

An advantage SATCOM enjoys over most other forms of communication is its 
unlimited range. With SATCOM, it is possible to operate a central monitoring center 
anywhere in the world. However, for uniformity purposes, SATCOM technology will be 
evaluated under the same set of assumptions as MBC - meaning the technical requirements 
set forth for Dust Cloud will apply to proposed central monitoring centers in either Seoul, 
South Korea or Yokosuka, Japan. Additionally, as was the case for wireless point-to- 
point and MBC, SATCOM link budget calculations will focus on the system's Margin as a 
function of its Effective Isotropic Radiated Power (EIRP), Free Space Loss (FSL) and 
required Ep/No. Tables 8 through 11show the SATCOM system parameters and VSAT 


technical specifications used in the link budget calculations. 


ate Freeman, Telecommunication Transmission Handbook, 446. 
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10(exp -5) 


| Distance | 37406 km (NK) 
| 37332 km (Seoul) 
| 37174 km (Yokosuka) | 
Uplink Frequency | 14 GHz 
Downlink Frequency 12 GHz 


Table 8. SATCOM System Parameter. 
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49.34 dB 58.90 dB 24.6 dB/K 32.9 dB/K 
50.26 dB 59.80 dB 25.6 dB/K 33.8 dB/K 


Table 9. VSAT hub G/T values.!* 
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Aperture @ 6 GHz @ 14 GHz 6 GHz 14 GHz 
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Table 10. VSAT EIRP values. 
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Aperture @ 6 GHz @ 14 GHz | 6 GHz 14 GHz 
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Table 11. VSAT hub EIRP values. 












The largest single loss figure in both of the link budgets presented later is Free 
Space Loss (FSL). FSL is a function of the distance between transmitter and receiver and 
the operating frequency.''* Accurately determining the distance from an earth station to a 
geostationary orbiting satellite involves determining the nadir angle (7) measured at the 
satellite from the subsatellite point to the target, the Earth central angle(/) measured at 
the center of the Earth from the subsatellite point to the target, and the spacecraft 
elevation angle (€) measured at the target between the spacecraft and the local 
horizontal.''® Figure 6 illustrates these angular relationships and how it affects the 
distance (D) from the ground station to the orbiting satellite. 

Distance is derived by multiplying the radius of the Earth (RE= 6378.141 km) by 


the sine of the Earth center angle and dividing by the sine of the nadir angle.""° The Earth 


11> Freeman, Telecommunication Transmission Handbook, 369. 





a Wiley J. Larson and James R. Wertz, Space Mission Analysis and Design, 2nd ed., (Torrance: Microcosm, 


inc., 1992), 110. 
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center angle is simple to derive for geosynchronous satellites. Since the satellite is orbiting 


a 


True outer horizon 












Earth's 
center 








Subsatellite point, SSP 


Figure 6. Definition of Angular Relationships between 
Satellite, Target, and Earth Center.12” 


at the equator, the Earth center angle is simply the target's latitudel position. For the 
uplink from North Korea, an arbitrary position of 39 degrees North was chosen. 
Therefore, the Earth center angle is equal to 39 degrees. Seoul, South Korea and 
Yokosuka, Japan have Earth center angles of 37.5 degrees and 35.3 degrees respectively. 
The nadir angle is a function of the Earth center angle's sine and cosine as well as the sine | 
of the Earth's angular radius (p). The spacecraft elevation angle is derived by dividing the 
nadir angle's sine by the sine of the Earth's angular radius. The mathematical definition for 


all the above variables are listed as follows:""5 





117 Thid., 110. 
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Earth's Angular Radius (p) = Re/RE+H 
Nadir Angle (n) = arctan[sin (p) sin(A)/1-sin(p)cos(A)] 
Spacecraft Elevation Angle (€) = arccos[sin(n)/sin(p )] 
Distance (D) = Re[sin()/sin(p ) | 
Table 12 summarizes the angular values and distances for a VSAT uplink from 
North Korea to and INTELSAT VI(F1) satellite located at the equator to a VSAT Hub 


located in either Seoul, South Korea or Yokosuka, Japan. 


Seoul, South Korea | Yokosuka, Japan 
Earth Central Angle | 39.00 degrees 37.50 degrees 35.30 degrees 


Earth's Angular 8.70 degrees 8.70 degrees 8.70 degrees 
Radius | 


Nadir Angle 6.16 degrees | 5.97 degrees 5.69 degrees 


Spacecraft 44.84 degrees 46.53 degrees 49.01 degrees 
Elevation Angle 


Distance 37406 km 37332 km 37174 km 


Table 12. SATCOM Distance Summary. 















One key feature of SATCOM is Code Division Multiple Access (CDMA) and its 
associated processing gain. CDMA is executed by VSAT ground terminals and hubs first 
phase modulating a carrier signal with data, then bi-phase modulating a carrier with a 
pseudorandom noise (PN) code.'’? The PN code is transmitted at a much higher rate (chip 
rate) than the data which results in a processing gain for the overall link. Additional 


security is a beneficial side effect of this technique in that only those possessing the PN 
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code can successfully receive the transmission. Those without the PN codes will receive 
the information at much lower signal levels, possibly too low to differentiate from random 
noise. Our particular system will be using a chip rate of 2.4576 MBPS and a data rate of 
14.4 KBPS.!”° Dividing the chip rate by the data rate and converting to decibels results in 
a processing gain of 

22.3 dB. 

The link budget calculations put forth in Tables 13 and 14 show successful 
communication to be possible from both central monitoring center locations. The Free 
Space Loss (FSL ) figures are identical due to the close proximity of Seoul and Yokosuka 
from space. This reinforces one of the main advantages of satellite communication - range. 

Satellite communications using VSAT technology presents the best option for use 
in an electronic monitoring system for a number of reasons. First, rough mountainous 
terrain does not affect on the communications link. As long as the ground terminal can 
achieve LOS contact with the satellite, the signal will not be obscured by seat Second, 
SATCOM's high data rates allow for a monitoring system to incorporate advancements in 
sensor technology as they become available. The modems used in Dust Cloud currently 
operate at 14.4 KBPS, SATCOM can operate at 64 KBPS, this excess capacity gives 
SATCOM technology means that this communications link will not be made obsolete in 
the forseeable future. Finally, the VSAT terminals combined with INTELSAT services 


allow a monitoring regime to access the most remote parts of the host nation and quickly 


120 National Security Agency Central Security Office, Fundamentals of Spread Spectrum, EA-161, 
(Washington D.C.: U.S. Government Printing Office), B-26. 
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integrate the newly discovered site into the monitoring network. The flexibility provided 
by desk-top sized terminals and satellites capable of serving thousands of users can be 
invaluable when attempting to uncover the weapons program of a technologically 


advanced and untrustworthy host nation. 


UPLINK 39 Degrees North Latitude 
Terminal EIRP™! 81.0 dBm 
Terminal Pointing Loss -0.5 dB 
FSL!” -206.8 dB 
Satellite Pointing Loss -0.5 dB 
Polarization Loss -0.5 dB 
Atmospheric Loss -0.5 dB 
Rainfall Loss -3.0 dB 
IRL ~130.8 dBm 
Satellite G/T -14.0 dB/K 
Sum ~-144.8 dBm 


Boltzmann's Constant 
Processing Gain 


-(-198.6 dBm/K*Hz) 
22.3 dB 


C/No 76.1 dB 
10 log (Bit Rate) - (41.6 dB) 
Eb/No 34.5 dB 
Required Eb/No - (9.0 dB) 
Implementation Loss - (2.0 dB) 
Margin” 23.5 dB 


Table 13. SATCOM Uplink Budget. 


121 The Terminal EIRP and the Satellite G/T are for the INTELSAT V1 F1 and were derived from Freeman, 
Telecommunication Transmission Handbook, 450. 





122 ESL was derived from Freeman, Telecommunication Transmission Handbook, 369. The formula equates 


FSL to the sum of 32.4 + 20 log (Distance in km) + 20 log (Freq. in MHz). 





125 The general SATCOM Link Budget formulas were derived from Freeman, Telecommunication 


Transmission Handbook, 442-449. 
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DOWNLINK Seoul, South Korea/Yokosuka, Japan 
Hub EIRP 56.5 dBm 
Satellite Pointing Loss’** -0.5 dB 
Footprint Error -0.5 dB 
Off-footprint Error -0.5 dB 
Terminal Pointing Loss -0.5 dB 
Polarization Loss -0.5 dB 
Atmospheric Loss -0.5 dB 
FSL'” 205.4 dBm 
Rainfall Loss 3.0 dB 
IRL -154.6 dBm 
VSAT G/T’” 33.8 dB/K 
Sum -120.8 dBm 


Boltzmann's Constant 
Processing Gain 





-(-198.6 dBm/K*Hz) 
22.3 dB 


C/No 77.8 dB 
10 log (Bit Rate) -(41.6 dB) 
Ep/No 36.2 dB 
Required Eb/No -( 9.0 dB) 
Implementation Loss -(2.0 dB) 
Margin 25.2 dB 


Table 14. SATCOM Downlink Budget Calculations. 


124 All loss figures equal to .5 dB and the 3.0 dB Rainfall Loss are arbitrary estimates. 


125 The FSL calculations for Seoul, South Korea and Yokosuka, Japan were computed using the same formula 
presented in the Uplink Budget and are equal. Both sites have a FSL of 205.4 dB. 

126 Derived from Freeman, Telecommunication Transmission Handbook, 444. The 
33.8 dB/K figure is for a VSAT operating at a downlink frequency of 12 GHz and equipped with a 10.0 meter Antenna 
Aperture. 
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IRL = -130.8 dBm 

Satellite G/T = -14.0 BK 
Boltzmann's Constant = -198.6 dBm 
Processing Gain = 22.3 dB 


INTELSAT VIF) 


IRL = -154.6 dBm 

VSAT G/T = 33.8 BK 
Boltzmann's Constant = -198.6 dBm 
Processing Gain = 22.3 dB 


C/No = 77.8 dB/Bz 
C/No = 76.1 dB/Hz 
Bit Rad = 41.6 dB/BPS Bit Rate = 41.6 éB/BPS 
EbNo = 34.5 dB Eb/No = 36.2 dB 





equired Eb/No = 9.0 dB 


R Required Eb/No= 9.0 dB 
Implementation Loss = 2.0 dE 


Implementation Loss = 2.0 dB 


MARGIN = 23.5 dB MARGIN = 25.2 dB 


Sat. Pointing Loss = 5 dB 
Term. Pointing Loss=.5dB  Off-Footpnnt Enor=.5 dB 
Satellite Pointing Loss=.5dB Terminal Pointing Loss =.5 dB 
Polarization Loss = .5 dB Footprint Enor= 5 dB 
Atmospheric Loss = .5 dB Polarization Loss =,5 dB 


Rainfall Loss = 3.0 B Atmospheric Loss = 5 dB 
FSL = 206.8 dB Rainfall Loss =3.0 dB 
FSL = 205.4 dB 
VSAT RIRP=56.5¢Bm ~| VSAT 
EIRP = 81.0 dBm HUB 
Antenna Aperture = 2.4 m Aaveass Apetare* 10 


XMSN Line Loss = 1.0 dB 
Power Output = 500 W 
Antenna Gain = 61.1 dB 


Antenna Aperture Efficiency = 60% 


XMSN Line Loss = 1.0 dB 
Power Output = 2 W 


Antenna Gain = 48.74 dB 


Figure 7. VSAT Link Budget Diagram. 
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V. CONCLUSION 


This thesis determines the ideal communication qicthod to be employed in any 
future attempt at electronically monitoring a country's weapons program, specifically 
North Korea's nuclear program. Nontechnical factors that impact the configuration of a 
monitoring system include the level of trust present between the inspectors and the host 
nation as well as the level of technical sophistication present in the host nation. Simply 
put, host nations of the future probably will be more technologically sophisticated than 
past host nations. Having learned from the experiences of past host nations, such as Iraq, 
future host nations are assumed to have developed more advanced concealment 
techniques. For example, future host nations will attempt to shield covert nuclear 
weapons activities through either burying them in their civilian nuclear power program or 
performing a larger portion of their development and testing on computers instead of in 
the field. 

As the UNSCOM experience in Iraq suggests, host nations whose activities have 
been detected by the international community will not be very forthcoming with 
information concerning their nuclear weapons programs. Future host nations most likely 
will follow the letter, rather than the spirit, of the law. This strategy will include merely 
going through the motions when dealing directly with the inspectors, while being as 
deceptive as possible behind the scenes. Future missions will be characterized by a 
decreased level of trust and increased level of technical sophistication. This translates into 


a higher number of weapons sites that will be discovered after electronic monitoring has 
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begun. According to the UNSCOM inspector interviewed for this thesis, Iraq declared 
approximately fifty percent of its various weapons programs to the United Nations at the 
onset of monitoring operations. Future host nations can be expected to learn from Iraq 
and declare less. This dictates installation of a communications system with enough 
capacity and flexibility to quickly integrate a large number of new remote sites into the 
network. 

Of the three technologies examined, SATCOM with VSAT is the best choice for 
use in this type of operating environment for four reasons. First, SATCOM 1s not affected 
by terrain or atmospheric conditions as much as wireless point-to-point telephone or 
MBC. Satellite communication is not dependent upon each end of a communications link 
maintaining an unimpeded view of the other and is not hampered by operating in terrain 
with steep inclines. Wireless point-to-point telephone, being a line-of sight medium, is 
affected by mountainous terrain. Satellite communication's reliability is not a function of 
the seasons or time of day. MBC is dependent upon the amount of meteor trails in the 
atmosphere. In the northern hemisphere, meteor trails are most abundant in the early 
morning hours of the summer and autumn months. When there are not enough meteor 
trails present, communication does not occur. A system that is responsible for monitoring 
the compliance of a country's weapons program simply can not afford delays of this 
nature. 

Second, satellite communication, with the assistance of intersatellite links, has an 
unlimited operating range. Both wireless point-to-point telephone and MBC do not enjoy 


this advantage. Wireless point-to-point telephone has an effective range that is limited to 
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the horizon. This severely hampers any mission where it is not possible, for political 
reasons, to have a central monitoring station located within the borders of the host nation. 
MBC's maximum range of two thousand kilometers offers the system designer a greater 
degree of flexibility. However, it does not compare to that of satellite communication. 
Theoretically, it is feasible to set up a central monitoring station anywhere in the world. 
Further, it is possible to establish one central monitoring station at UN Headquarters in 
New York City that is responsible for overseeing all electronic monitoring missions - not 
just a single host nation's. The other two communications options can not provide this 
level of coverage. 

Third, SATCOM technology provides those using the monitoring system with 
more than enough capacity to quickly integrate a large amount of newly discovered 
weapons sites. The INTELSAT VI (F1) commercial network is capable of 
accommodating thousands of subscribers. The other two communications options can not 
come close to matching this capacity. Most meteor burst networks can support up to 
three hundred remote stations. The wireless point-to-point telephone system employed in 
Iraq can support only forty-eight remote sites. The Optaphone system may meet the Iraqi 
mission requirements, but future monitoring missions may require monitoring a 
significantly higher number of remote sites. 

Finally, VSAT technology can transfer data at a significantly higher rate than the 
other communications options. VSAT technology 1s capable of transferring data at 
64 KBPS while MBC transfers data at 16 KBPS. The wireless point-to-point telephone 


system used in Iraq is connected to sensors requiring data to be transferred at 14.4 KBPS. 
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Future electronic monitoring missions may require sensors that operate at data rates higher 
than 14.4 KBPS. Of the three options examined, VSAT technology is the only one that 
can easily integrate these changes. The communication system is the heart of any 
electronic monitoring effort. In an era where there are neither the political nor economic 
resources available for recurrent system overhauls, satellite communication enhanced by 


VSAT ground terminals is simply the most logical choice. 
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APPENDIX A. Ongoing Monitoring and Verification (OQMV) SYSTEM 
HARDWARE REQUIREMENTS 


These documents were provided by Mr. Chuck Modlin of the Lawrence Livermore 
National Laboratory and represent the hardware requirements set forth by the Dust 
Cloud's designers. 


System Architecture 


The OMV system hardware as described herein is intended to function within a specific 
operational architecture. This architecture has been chosen on the basis of the particular 
and peculiar circumstances existing in the field within Iraq, and on the fact that both 
general and technical support by UNSCOM/Baghdad for the maintenance and operation 
of the OMV system will be strictly limited by the resources available to that organization 
and the difficulties of operating in Iraq. In arriving at a recommendation for a system 
architecture, consideration has ben given to the long and successful experience in remote 
monitoring procedures established by the IAEA. Many features of the monitoring 
procedures established by that agency have been incorporated into the UNSCOM OMV 
plan. Based on the current knowledge of requirements for on-site OMV in the nuclear, 
chemical, biological, and missile weapons areas, and based on reasonable extrapolations 
thereto, the architecture selected is believed to be able to handle all near-term OMV 
requirements, and to be easily expandable to meet future requirements. 


The architecture recommended for OMV in Iraq consists of 1) field sensor units, 2) 
communication links between appropriate field units and the CMC, 3) the CMC data 
collection, processing, and handling stations, and 4) an archival data base to be shared 
with UNSCOM Headquarters. 


The field sensor units will collect data deemed appropriate for the OMV mission. All data 
collected by field sensors will be recorded on-site and will be retrieved as required. The 
recorded data may consist of video images, non-visual sensor measurements, or 
combinations of these. 


All video recordings will consist of analog images selected from the continuous camera 
signal, with the time interval between the recorded images to be set by the requirements of 
the site being monitored [note: Chuck Modlin of LLNL has stated the average interval in 
Iraq is eight seconds]. Recordings may be toggled between this snapshot procedure and 
full-speed recording if the site requires this. All recorded images will be time tagged. The 
recording will be continuous with no allowance for stopping and starting on the basis of 
signals from other sensors. Tape use under this requirement may exceed that of a system 
that uses a sensor trigger to govern when images are recorded. However, the field 
conditions in Iraq, the need to eliminate excessive false alarms which could quickly use up 
on-site storage under some circumstances, and the requirement for 100% coverage of 
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suspect sites, have led to the decision to require continuous field recording of video data. 


Non-video sensor data will be recorded separately from the video data. All data collected 
will be time tagged. Thus if a video trigger, such as a signal from a motion sensor, is 
useful for a particular application, the data from the trigger sensor can be correlated with 
the continuous video record on the basis of the time of the trigger event. The analysis 
capability within the CMC will be designed to allow such correlation using automatic 
processing. 


For those sites requiring real-time communication between the field monitoring system 
and the CMC, the field equipment will include an appropriate capability. The RF 
communication system currently used at the two prototype missile monitoring sites will be 
expanded to provide this communication capability. Communication will be through an 
omni-directional antenna atop the Ishtar Sheraton, with a downlink to the CMC at the 
Canal Hotel. Each remote site within approximately 100 km of Baghdad that requires 
real-time communication will contain an RF transmitter and a high-security, commercial 
encryption modem. Those sites requiring real-time communication but located greater 
that 100 km from Baghdad will have an analogous communication capability through a 
satellite link [note: the SATCOM feature was not actually incorporated into the 
monitoring system]. 


In the recommended CMC architecture, the communication link can be established only 
from the CMC end. No active alarms will be used. After a communication link 1s 
established between the CMC and a remote site, a video image can be requested. The 
requested image will be collected, digitized, encrypted, and transmitted to the CMC. 
There it will be decrypted, displayed, recorded, and printed in hard copy if desired. 


The need and desirability of encrypting data transmitted between the CMC and the remote 
sites has been discussed, with arguments being made both for and against such encryption. 
The decision to recommend encryption is driven by the following facts: the cost and 
overhead of encryption is negligible, the reliability of commercial encryption modems is 
proven, and the Iraqis are concerned about unauthorized interception of data related to 
their defense activities. 


The data recorded at the field sites will be protected in sealed, tamper-indicating 
enclosures. After collection, these data will be brought to the CMC for processing. There 
the tapes will be read, the imagery will be digitized, and images corresponding to trigger 
events will be identified. There will also be a capability for identifying images in which 
changes occur in selected areas, or for reviewing portions of all of the tapes. Tapes may 
be copied, sensor data read and displayed, and data placed on CDs for eventual 
incorporation into site protocols or into a data base that will be shared between 
UNSCOM/Baghdad and UNSCOM HQ in New York. Imagery and other data can also 
be selected and printed for incorporation into report and other documents. 
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The following requirements specifications support the recommended OMV architecture. 
For convenience, the hardware requirements have been divided into two parts -- the field 
hardware, located at the monitoring sites, and the Centre hardware, located at the CMC. 
The field hardware will consist of a core design that uses standard, modular components. 
The internal components can be configured as required. The Centre hardware will consist 
of a set of data processing and analysis stations designed to perform the required 
functions. These stations can be duplicated if additional data processing capability is 
required in the future. The hardware items described in this specification are: 
Field Control Module 
- Cabinet 
- Backup power 
- Image recorder 
- Video signal controller 
- sensor data recorder 
- real time communication 
Field Sensors 
- video cameras 
- other sensors 
- camera enclosures 
Centre Hardware 
- Central communications link 
- RF communications control station 
- video tape processing station 
- Data analysis station 
- Sensor tape processing station 
- video tape duplicating system 
- data base system 


General Requirements 


All field control hardware must be capable of operating over a temperature range of 
1-50 C. 


All equipment intended for exterior use must be environmentally sealed or protected by 
appropriate enclosures. 


All cable splices must use standard, environmentally sound connections. 


All electrically powered components that need external power must be operable from the 
12 VDC provide within the cabinet. 
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Field Control Module 
Cabinet 


The controller module to be placed in the field at each site will be housed in a standard 
cabinet as follows: 

- Standard 19-inch rack with lockable door that is able to recetve tamper seal. All 
racks will be located indoors and the enclosures need not be environmentally sealed. 

- Each cabinet will contain a standard, built-in electrical system. The cabinet 
electrical system must connect to 220-240 V, 50 A power and provide conversion to high- 
capacity VDC for distribution within the cabinet. The converter must provide surge 
protection to internal components of at least 120 A. The converter must be capable of 
sustaining a power load of 1 kW. 

- The cabinet will contain a forced-air-flow system (bottom-to-top) to provide 
cooling of internal electric components. The cooling must be able to handle 1 kW 
maximum power consumption from components inside the rack. 

- All cable penetrations must use a baffled entry which will be standard, with 
knock-outs, on the sides of each cabinet. 

- Cabinets must be capable of either wall or floor mounting. Cabinet feet must 
have holes for bolting to the floor, and the cabinet rear panel must have knock-outs for 
wall mount. 


Backup Power 


All field units that are connected to site power (termed 'standard' units) must have 
emergency backup power. Units not connected to site power ( termed ‘stand-alone’ units) 
must have reserve power analogous to backup power for standard units. It is expected 
that most backup power systems will take advantage of the local environment by utilizing 
solar panels as an auxiliary power source to charge or supplement batteries. 


Backup power must be provided to allow a minimum of 24 hours of full-operation of 
standard units following loss of site power and all external auxiliary power. 


Sufficient stored power must be available in stand-alone units to allow 48 hours of full 
operation following loss of all external auxiliary power. 


Image Recorder 


The components of the field monitoring systems must be capable of replacement in the 
field. To provide ease in stocking and installing spare parts, and to be compatible with 
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data transfer between field recorders and equipment at the Centre, these components have 
been standardized. There are numerous alternatives available for the system components, 
many of which have been considered in this analysis. We believe that, in the interest of 
timely acquisition and installation of an OMV system, the following image recorder 
requirements offer the greatest advantage for the OMV. 

- All field recording of video images will be onto 8 mm video tapes. 

- The image recorder must be capable of repeatedly recording single video frames 
from a video camera at fixed time intervals. The intervals between such recordings must 
be adjustable between 8 sec. and 30 min. 

- In the absence of special requirements mandating a smaller storage capacity, on- 
site recording will be designed to provide a minimum of 30 days storage capacity. 

- Video recordings must contain time tags, and video recorder clocks at sites 
requiring two or more recorders must be synchronized, or differences between clocks 
noted in an appropriate manner. 


Video Signal Controller 


The video signal controller is essentially a switch that allows video input from a camera to 
be directed to one or more desired output units. For example, a field module that requires 
Centre access to a camera signal in real time must be capable of accessing that camera's 
video signal while still sending the video signal to the on-site recorder. 

- The camera controller must be capable of directing signals from a minimum of 
four cameras to a minimum of four output units. 

- Instructions for switching may originate either from the communication link or 
from on-site instructions (i.e., from the Centre, which may request transmission of an 
image over the communication link, or from a local signal, such as one from a recorder 
whose tape is full, instructing the controller to begin sending the signal to another 
recorder.) 


Sensor Data Recorder 


Sensor data includes all non-video data to be collected under the OMV program. All 
sensor data will be collected on a digital tape recorder. The capacity of the sensor 
recording system (length of tape, etc.) should be consistent with that of the video 
recording system. 

- The sensor data recorder must be able to record digital data from sensors 
associated with OMV; e.g., motion direction, temperature, pressure, flow rate, or other 
linear measure; power consumption, acoustic levels, digital machine control instructions; 
and other appropriate data. 

- On-site recording will generally be designed to provide a minimum of 30 days 
storage capacity. 

- Sensor recordings must contain time tags and recorder clocks for sensor and 
video recorders must be synchronized, or differences between clocks noted in an 
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appropriate manner. 
Real-Time Communications 


The real-time communication between the RMC and a field control unit will be either RF 
or Inmarsat link. A field system will contain a real-time communication component only if 
required. 

- An RF transmitter and antenna, or Inmarsat antenna and associated hardware, at 
the appropriate frequency. 

- All data transmission in both directions will use an encryption modem. 

- An A to D converter and image compression will be required for video. 
Commercial image handling will be used (a frame grabber and video compression card 
compatible with RMC computers.) 

- Software appropriate to handle instructions from RMC and image processing and 
transmission. 


Field Sensors 
Video Camera 


At the present time no requirements have bee identified for color video. The following 
black and white video camera specifications allow for a flexible, reliable, and relatively 
inexpensive camera that has been judged capable of meeting foreseeable requirements for 
OMV in missile, chemical, and biological applications. 

<<NOTE: At a minimum, the technical specifications must match those of the WATEC 
801 surveillance camera>> 

- The camera must have an automatic f-stop capability with a manually stable 
override. 

- The camera must be capable of accepting lenses of varying focal lengths to 
provide for nominal, telephoto, and wide-angle coverage. 

- The camera must be operable through a single coaxial cable for camera and 
illumination power, video signal transmission from the camera to the control module, and 
transmission of instruction for low-light illumination where the latter may be required. 

- The camera must operate on the cabinet's standard 12 VDC power supply. 

- The length of the cable connection between the camera and the control module 
must be selectable up to 200 m. 

- All coaxial connections must use standardized BMC connectors. 

- Illumination, where needed, will be by LED (near-IR where feasible.) The LED 
source will preferably be co-located with the camera. 

- Although no requirement for authentication of the video signals has been 
specified, the camera must be capable of incorporating an authentication system similar to 
that of the IAEA. 





Other Sensors 


At present time the only non-video sensor identified for use in the OMV system is a 
motion sensor. Standard requirements for additional sensors will be added as need arises. 
- The motion sensor must be powered by standard cabinet 12 VDC power supply. 
- The motion sensor must be operable through a single cable for power and signal. 
- The sensitivity of the motion sensor must be adjustable for motion detection at 
ranges fro 3 m to 30 m. 
- The solid angle within which motion is detected must be adjustable over a range 
of half angles from 10 to 40 degrees. 


Camera Enclosures 


Where cameras or sensors must be located outdoors, or must be tamper protected, an 
enclosure will be used. 

- The camera enclosure must protect cameras and sensors from rain, dust, animals, 
and other factors detrimental to their proper operation. 

- The enclosures must be large enough to contain one video camera, an IAEA 
video authentication unit (approximately 4" x 6" x 2"), and a motion detector or other 
sensor. 

- The enclosure must be capable of being sealed with tamper-indicating seals. 


Centre Hardware 
Centre Communications Link 


The communications between the RMC and those field units requiring real-time 
communication will be supported by hardware at the Canal Hotel downlink. The 
requirements for the RMC communication link are as follows: 

- A unique, dial-up communication link capability with each remote site that 
requires real-time data collection, using either an RF or Inmarsat link as appropriate. 

- An encryption modem matching the equivalent modem in each field unit. key 
words initiating each field modem must be loadable into the Centre modem in 
correpondence with the site being contacted. 

- Appropriate antenna and RF transmitter/receiver. 


RF Communications Control Station 


Communications between the RMC and those remote sites requiring real-time 
communications will be via a dedicated computer station. The computer will be equipped 
with a program to contact sites, retrieve images or other data, and store the retrieved 
information. These interrogations of the remote sites can be done in any sequence, in the 
order, and at the times specified by the RMC analysts. 
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- The RF communications control station must be capable of loading the 
encryption modem keyword for any remote site requiring a real-time communication link, 
and dialing such site through the Canal hotel downlink. 

- The station must be capable of storing and retrieving video images and sensor 
data recetved from the remote sites, including time and site tagging of such data. 

- The station must be capable of receiving instructions for contacting and 
interrogating sites automatically for periods of up to 30 days. That is, the control station 
must be capable of being pre-programmed to contact automatically any site at any time, 
and to retrieve and store the information specified. 


Video Tape Processing Station 


Initial processing of video tapes retrieved from remote sites will be performed at the RMC 
video tape analysis station. 

- Images on the tape will be digitized and compressed by a video processor and 
placed on a CD. 

- If image change analysis is required, the appropriate algorithms will be executed 
for sequential images, or for each image against a baseline image, as required. Images 
selected on the basis of change analysis will be placed on a separate file for subsequent 
analysis. 


Data Analysis Station 


Data analysis stations at the RMC will use video and other data collected from remote 
sites, along with on-site inspection reports, archived data, aerial surveillance data, and 
other data to prepare inspection reports, protocols, and other finished products. 

- The data analysis station must be capable of reading and displaying the digitized 
video images from site recordings, whether the complete raw set of images or the images 
selected from change analysis. 

- Images to be displayed may be selected randomly by time, or may be displayed 
sequentially. 

- Progression through sequential images may be manual or automatic. 

- The data analysis station must be able to read the data file from the sensor 
analysis station and to incorporate trigger data selected from that file to identify and view 
corresponding images from the digitized video data file. 

- The station must be able to transfer selected video images or sensor data, 
including graphical portrayal of such sensor data, from the appropriate source into 
documents prepared at the station, and to produce hard copies of such data as illustrations 
for reports or other documents. 

- The station must be able to manipulate digitized images for presentation 
purposes. 


Sensor Tape Processing Station 
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- The sensor data collected at each remote station will be recorded on a digital 
tape. 

- The RMC sensor tape processing station must be able to read the remote site 
sensor tapes and prepare a 3.5 inch disk for use by the RMC data analysis stations. 

- For sensor tapes containing data from more than one sensor, the station must be 
able to separate the data streams. 

- The station must be able to display the sensor data in appropriate form for review 
by analysts. 


Video Tape Duplicating Systems 


- To facilitate data analysis and archiving, analog video tape duplicating hardware 
must be available at the RMC. 


Database Systems 


The remote site data collected under OMV constitute an important UNSCOM resource. 
To be useful in the long term, these data, along with inspector reports must be archived in 
a retrievable manner. For maximum utility, stored data must be compatible with the 
master database. 

- The RMC database will be maintained on a designated database computer. 

- The database will be available for use by any authorized analyst, but authority to 
modify the database will reside only with the designated database specialist. Written 
authorization will be carefully controlled by passwords and other security measures. 

- The database will be stored on hard disk or CD for routine access through the 
data analysis stations, and will be backed up on a schedule specified by the database 
specialist. 

- The database or database updates will be transferred to UNSCOM Headquarters 
periodically using a mutually acceptable method. 
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APPENDIX B. UNSCOM INSPECTOR INTERVIEW 
Interview with an unidentified UNSCOM inspector dated 17 May 1995. 
Q: How many additional facilities have been discovered by UNSCOM inspectors to be in 
violation of UN resolutions since Iraq's initial declaration on 18 April 1991? 
A: Overall, Iraq did not declare fifty percent of their sites to the UN. The other fifty 
percent was uncovered by the inspectors themselves or revealed by Iraqi defectors during 
their debriefing, as was the case with two nuclear sites. From Iraq's view, they were 
scared and confused in the aftermath of Desert Storm. Thinking that UNSCOM would 
not be around for a long time, they decided to take the easy way out by failing to declare 
all of their weapons program. They underestimated the resolve of the United Nations by 
doing that. 
Q: What is the general level of trust between the inspectors and the Iraqi inspectees? 
A: Inspectors enter into a mission highly skeptical of the Iraqis; however, they can 
change their minds if the individual inspectee demonstrates otherwise. There is some 
degree of personal trust between the two parties on an individual basis. Off-the-record 
sessions are not uncommon. On the whole, I do not trust them and would characterize the 
relationship as professional but hostile at the same time. 
Q: What are some common concealment/sabotage practices of the Iraqis? In particular, 
to your knowledge has Iraq attempted to sabotage the monitoring system in any way? If 
so, are they more likely to physically destroy equipment or attempt to jam or alter the 
communication system? 


A: Ihave not heard of a single sabotage attempt. However a tactic they have used in the 
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past is to bury the inspectors in aaienvork They are a highly deceptive group of people. 
Q: Since the monitoring system has been installed, has the level of trust changed? Has 
the frequency of sabotage or harassment changed? Have the techniques employed by the 
Iraqis changed? 

A: Since UN Resolution 715 has been passed, Iraq has been more forthcoming but they 
have not abandoned there deceptive ways totally. They are not as deceptive as before, but 
that does not mean it could not start all over again. It is all based on the politics at the 
top. Saddam Hussein wants to go along to get along. Because of that the inspectees are 
not as "in your face" since the monitoring system was put in place. The Iraqi strategy is to 
be nice and answer the inspector's questions in as vague a manner as possible. What they 
are really doing is little more than going through the motions. Iraq is still not forthright. 
Electronic monitoring systems do not have any impact on what they have done in the past. 
Our discussions with them are not any more honest; however, integration of the questions 
we ask with what we observe on the monitoring system is very important. 

Q: In general, how has Dust Cloud helped or hindered UNSCOM operations? 

A: Wecould not have an ongoing monitoring commitment without an electronic 
monitoring system. It is that simple. We cannot have inspectors everywhere on hundred 
percent of the time. Yet as important as electronic monitoring is, it cannot perform 
HUMINT. 

Q: In Iraq, do you see a need for putting top-of-the-line communications gear and 
encryption technology into the monitoring system? If so, what is the likelihood of 


compromising our best technology? 
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A: The biggest security risk is at the Central Monitoring Center. That is not a very secure 
facility whatsoever. At the field sites it is impossible to have someone watching over the 
equipment at all times. There has not been a proven case of any tags or tamper proof seals 
being violated. As far as computer risk goes, Iraq has some great weapons engineers. So 
there is no reason they could not have or acquire a great computer hacker. The computer 
system's physical security is definitely lacking. Any trained professional could physically 
access the terminal within a reasonable period of time. The Central Monitoring Center's 
physical security is supposed to be beefed up shortly. Right now, an Iraqi cleaning 
company maintains the Central Monitoring Center. 

Q: Do you think Dust Cloud violates Iraq's sovereignty? Do you think installation in 
North Korea - a country that has not been militarily defeated - would violate their 
sovereignty? 

A: Iraq's sovereignty is blown. We can stop cars on the road. inspectors can do as they 
please. Putting a monitoring system in Iraq was not a big blow to their sovereignty. in 
their opinion, the biggest violations of their sovereignty was allowing inspectors to tag 
critical equipment and weapons and the placement of range limitations on their missiles. 
Dust Cloud was installed too late in the game to have any real effect on their sovereignty. 
North Korea is a totally different case. They do not face an overwhelming amount or 
diplomatic sanctions and threat of force for monitoring system deployment Iraq knew it 
would lose the political battle over whether or not to deploy a monitoring system in their 
country. 


Q: What future applications of a monitoring system do you see in the Middle East, 
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Korean Peninsula and other geographic regions? 

A: Electronics are easier to implement than inspectors because it is less obtrusive. You 
will only see monitoring systems in countries that have either been defeated or a group of 
countries that have accepted mutual monitoring. The whole is greater than the sum of its 
parts meaning the monitoring system must be combined with other forms of compliance 


enforcement for the monitoring system to be truly effective. 
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